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Status Basic Status

Quick Setup

Operation Mode Device Information

Firmware Version: 0.9.1 1.2 v0035.0 Build 150427 Rel 63930n ¢ 1 - . . o
Network . A
2:> Hardware Version Jole pis dsead oaips las L)

: TD-W8970 w3 00000000
IPTV
System Up Time: 0 day(s) 03:52:58 @3

DHCP Server

S8l St s oaims lid LY

Wireless

DSL
Guest Network 4¢ Line Status: Connected

USB Settings DSL Modulation Type: ADSL_G.dmt.bis

P— Annex Type: _Annex AL O pdgy Gley oyl Y
LI ST 5 Upstream Downstream

Forwarding Current Rate (Kbps) 382 4949

Parent Control Max Rate (Kbps) 1000 5280 s u...maj ¥
[E— SNR Margin (dB) 315 121

IPv6 Firewall Line Attenuation (dB) 251 3948

IPv6 Tunnel Errors (Pkts) 0 0 -9 JLM‘ g_a.c).w ‘j”?" ..\...’Lo Ja.‘> ULCBUQ‘ &

Quick Setup v

=S bl |, Quick Setup s Wizard o jeo 40 Sails” gl
) Bl Shr

Status Quick Setup - Region and Time Zone

Quick Setup
Operation Mode Please select your regi‘Fn and time zone.

yeiS ol

Hetwork Region W
IPTV 2
T — Time Zone | (GMT+03:30) Tehran ‘_;;L“)‘ Ll sl Y
Wireless

Back Next |

Guest Network

1 T - p...{b...\...a r:l.?u‘ ‘) DSL L Jayja ‘._)Lo—a-ba_i B ’:’
2
VPE: [0 (0-2585) ST B I e a
3VCI: (165535 ML’ <* J)‘ od.;.).'> wﬁ‘ U‘ )‘ Lo.w as ‘55).«..4 lSP A
4 Connection Type: [PPROE(PPP over Ethernel) v Virtual Path Identifier ¥

Virtual Circuit Identifier ¥

Al osls Jaml JUIS sasms ylis 5 Sgus oo asis ISP lawgs VPI, VCI y0lie
s 0 |y ol £ 90 a5 Conl Jlail g45 ¥

FoelS (5955 5y 5 o b 2 g a3l 955 bele s (g9, (2SS Sy b 2l ool o Bridging
Dial-Up ;l 55,5 5,5 ol )5 a5 Sloj Jie s yd camled (oM o il 4 Jlas! g1y g5
Al o o Galed 4 BITOr 4 a5 e 6 il 4y azsliz a5 consl o] gy ol Cajo ST s 00lial
21y Ll e od olaio @ T el L L g ools asess 1) JSiw ol o EFFor ae lesliul b oS
hled )k QS ansess

sUsername Loi jl poge Siils )0 cplplo ol (o aiBlo poge (53, (SIS <> pl ;0 PPPOE I
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J;)J P o U’“"j) U"‘ )‘ ‘09....4 < oalawl ere|ess POge )‘ Lu 9 asls )‘)3 )Jg.u.als &

gt ally> Username, Password L ;| PPPOE sl 5l e ¢
Username:

Password:

a2de be 4 ISP qa 1y cpl as
Confirm password:

Wireless: (@ Enable () Disable 1 lg & P D
= ~ - t_JLM]Ga.’ Ay *
Wireless Network Name: | Bitte (Also called SSID) S UMJ)-"’ J - ! N
Channel: |auto ~ 2
Mode:  |11bgn mixed ~
Security: . .
@ WPAWPAZPersonal (Recommended) 3 odrlyelgzds el
Password | |

(Enter ASCII characters between 8 and 63 or Hexadecimal\iS_o  jaseice ISP a5 sw s JU Y

characters between 8 and 64.)
(O Disable Wireless Security

odnly seee 30, Y

Pﬂrﬂmﬁéﬁmﬁ%%po‘t 9 w...’a..) ra.bs.c J..Jl.: Oyl )..) r(,.l)\o ol ﬁbu‘ uLo..Ja..) )‘ 6‘ M)l?- ;i) JL?- ’”r:l.o.: *%*

Region: Iran
Time Zone: +03:30
DSL PVC: 0035
Connection Type: PPFPoE
Username: Kourosh

Password: *
3Gi4G Backup: Dizabled

Wireless: Enabled
Wireless Network Name(55ID): Bitte
Channel: Auto
Mode:  11bgn mixed
Security:  WRAAWPAZ-Personal
Wireless Password:  Mousavi12345
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:LAN Configure v

9. LAN setting € Networkes 4 553 LAN la &g olondass gl %

Status | LANSettngs |

Quick Setup

Mote: If the LAN IP Address or the subnet mask has been changed, please ensure the DHCP Address Pool and
any static IPs on the network are within the same subnet as the new LAN [P,

Operation Mode

Hetwork
Group: Default

. 3
3GI4G Settings IP Address: |192.168.1.1
Subnet Mask: |255.255.255.0

Interface Grouping

« Enable IGMP Snooping:
e — Enable Second IP: [
MAC Clone 1 DHCP Server: (_)Disable (@ Enable ()DHCP Relay
ALG Settings 2 Start IP Address: Im
End IP Address: [192.163.1.109
o 3 Lease Time: [1440 minutes (1~2880 minutes, the default value is 1440)
ey Gateway: [192.182.1.1 (optional)

Default Domain: | (optional)

DHCP Sei
et 4 DNS Server: |0.0.0.0 (optional)
Ll Secondary DNS Server: [0.0.0.0 (optional)

VAN Settings

DSL Settings

.DHCP (g5l Jls .\

amies IP o uslyss 4 5555 )50 43 poge DHCP (g5l Jlab L
DHCP sl IP g5, cpuens Y
o IP oyl pley ¥

D2 1P less 124 p0g0 0,Lg0 5 Wigiore yao o IP ass o)l yloj plas! 51 s im

.9 DNS , Gateway sl Koo wlelas  F
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IPTV

DHCP Server

Clients List
Address Reservation
Conditional Pool
Wireless
Guest Network
UsSB Settings

Route Settings

Operation Mode
Network

IPTV

DHCP Server
Viireless

Basic Settings

Network
IPTV

DHCP Server
Wireless

Guest Network

Guest Network Status
UsB Settings
Route Settings

IPv6 Route Settings

Forwarding

Parent Control
Firewall

IPvE Firewall

IPvE Tunnel
Bandwidth Control

IP & MAC Binding
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:-DHCP Configure v

29,0 DHCP Setting € DHCP Server « ss50 DHCP olodas ol

Group: Default
IP Address: 19216811 PUCLUMPI IS oV LAN &g DHCP oisle
Subnet Mask: 2552552550
DHCP Server: (_)Disable @ Enable () DHCP Relay

Start IP Address: |[192.168.1.100
End IP Address: |[192.168.1.199
Lease Time: [1420 minutes (1~2880 minutes, the default value is 1440)
Default Gateway: [192.168.1.1  (optional)
Default Domain: [ (optional)
DNS Server: [0.0.0.0  (optional)
Secondary DNS Server: [0.0.0.0 (optional)

‘WPS v

@ wlp Jlasl ley ;0 jeue aalS 5l oolitul sl a0 4 Conl poge s Lualgs Jlasl sl ool g, Wi-Fi Simple Config

g o ygue AalS a0 p0ge 4 ualgd g pedie HLzd 1) WPS auS's poge

WPS: Enabled Disable

Current PIN: 35763475 Restore PIN Generate New PIN

[1Disable Modem Router's FIN

Add a new device: Add device

:Guest Network ‘/

8,5 US|y ol g cslo 6,500 aSih (ylgine a5 0,10 3929 ylage 45 o poga | TR
Guest Network: @ Enable () Disable

1 SSID:  |Kourosh

Security: |WPAWPAZ - Personnal  |v
2 Authentication Type: ’W
Encryption: | AES w
‘ Wireless Password:  |mousavid751
(Enter ASCIl characters between 8 and 63 or Hexadecimal
characters between 8 and 64.)
Group Key Update Period: [0 (seconds, minimum is 30, 0 means no update)

Hide =~

3 Allow Guests to access my Local | Disable w

Network:

4 Allow Guests to access my USB | Disable ~

Storage Sharing:

Guest Network Isolation: | Disable ~

Guest Network Bandwidth Control: | Enable ~

Min Rate(Kbps) Max Rate(Kbps)
5 Upstream: [100 [200
Downstream: 100 [400




asus ol )
yeee oy Olaudas LY

Wb gl Cuvgase Sledas 0

© ot o35 bl Lo sl oz

Network . J
o 1 [ Enable Bandwidth Control :Bandwidth Control
-
LLEP AT Line Type: @ADSL () Other
Viireless Total Upstream Bandwidth: |3z2 Kbps Current Upstream Rate:382 Kbps
Guest Network Total Downstream Bandwidth: |4096 Kbps Current Downstream
e — Rate:4949 Kbps
Route Settings []Enable IPTV Bandwidth Guarantee
IPvE Route Settings Save
fonwarding Bandwidth Control Rules
Parent Control
Firewall L . . | Upstream Bandwidth nstream .
Pvs Fircwal O Description Priority Bandwidth Status | Edit
i Min | Max Min | Max
IPvG Tunnel
Bandwidth Control _ AddNew | _ Enable Selected Disable Selected Delete Selected
PELHEEETY) Guest Network Bandwidth Control Rules
Dynamic DNS
e — Upstream Bandwidth Downstream
Description Priority (Kbps) Bandwidth (Kbps) Status
SEET LS Min Max Min Max
Logout 24GJALL 5 100 200 100 400 Enable

VeVF 6,50 5 il Fea8 mul gligy IP cpl o o aSsl aiile il sl J a8 sl ale il (yidgs Y

e ol b (sligy JyaS aiilen o5 loge 4K aib sligy J,55 sl olo gl sy ¥

:Backup And Restore v

1P & MAC Einding

Dynamic DN S Backup and Restore

Ddagnostic
" Click BACKUP to save all current configurations to your local computer as a bin file. It is strongly recommended that you badk up your curent
e configurations before modifying any settings or upgrading the firmware.
System Log Bach
Tima Ssttings
“fou can restore a previcusly saved configuration bin file.
Manage Control
CUIMP ssttings Configuration File: Browss.. | No file selected. Restore
SNMP Ssttings Mote:
1. The cument configurations will replaced with the upleading configuration file. Applying the wrong process can cause the device to be left
unmanaged.

Factory Defaults

40

2. Onee the restoring process is complete, the device will restart sutomatically. Keep the device powered on to prevent any damage to the device




a5 Restore |, ()1 5 apaas plosl 1) SiilS o )ligs Ko 59,0 S j90 50 9 42,5 QUG o) 5l alsies poge Slaglas bl 51

=—

Click to restore all settings within this device back to factory defaults. It is strongly recommended that you badk up your curent configurations before

EEZT
you restone toctory aefouts \/
o :Reset Factory

systom Log

Manags Control

Factory Dafaults ‘

Reboot

Restore a3, factory Default € System Tools (ssis 4 b asls S5b &l IS el a0 1) poge duiwlgs 45 S50 50
gy Sy y pg0 U005

Al ool Ol g

IPS4IDS o el

SomalS s Jolts ol (Sae (Sl aSs @ 0ad g Y el Jaw o aSes mhawlL AN g WAN s jls o Lal A5l
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Cmd a0, 5 @l jgiws

.98 eolazwl command prompt Lo 5ol olygiws ol Gl 6lp - 02505 (o0 45d Ol jgiws (S (Byme 4 il o

enter wweo&;wb‘)cmd u)L..CsC).MJw.MJ)\)c)j..h.lj‘_gw)o45;;»0‘%&‘44.‘4..7@0&‘0@‘64&:)‘0

BRVESSN L
.IPCONFIG ,gs ()
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55w 3l Ssid 5 WS 58 - Cewl 0dd ead jeag U s,
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53 oo ool abal, 11, IFCONFIG

: IPCONFIG ;I solazu!

Sl 5 IPCONFIG 5 Klac . 503 uli COMMAND PROMPT o s ;s 1, o] ol cancdlS ¢ 353 520 3l ool sl
BH18 (SKws 00l ooliv] g £45 4 0 dalgs> ool yiules Qj szl 31 as

Oinled |y piaw (59, 2 9790 slo Hgulol 51 Sya b bLs )| o TCP/IP G, SleMbl oo gas (900 IPCONFIG 5l ool

ols valys

w)dnp
SUBNET MASK

oD gy &_:LC)UD‘DNS

DOMAIN
ols vales ioles 5 1) 08 oo eolitwl VPN g DIALUP ;s o1 5148 PPP g4 5l o¥lasl 4y bgs o ledbol 548 &l jgiws

alem ules 551y (6,50 Gledbl ¢ L3 i 4o oo o Ll Sledlbl yioled s ogdle ALL TS g ol yois &y IPCONFIG 31 oolazwl
ol

(MAC) s &)5 (6,158l s ool

&I TCP/IP a8 4 bgs o oMbl olgie (RELEASE , RENEW) T sla gdsw >y 9 IPCONFIG j5ino 5l oolaznl b
0B pg w5l Ioaze |y BT L g ol 1) sl oo 0810 1,8 005 u8 gy SO HLis] j0 a5 |, DHCP 00ias gy Jawsgs oo

-l 5Lyl g die Hlws a5l 0 DHCP (6 00t s g prono o Shae aseis jolaie 4 398 0i],8 040 Cawlss o

0,8 solaul ] 5l o3 atwlgs £45 5l eolatul b lsie a5 Cowl (g00xie duie slo s slyls IPCONFIG 5o

O3 9 2l 4 1) 598 g 45 Syge 40 .uled (oo ol 1) DHCP Lawgs oais soi,Se IP w02/ release [ adapter]
asin e ehll Al (593 gdgmw ol jod a4y ol oo ¢ el alilo Hlas o1y ol ol S b o gan S Sledlbl o5l ol

200,85
5 duled oo Sme (s, ¢ e eo b, DHCP 5l a5 sauan Sledlbl wlul 1, IP w0l S - /renew [adapter]
925 09750 S 5l (ooled IP (gai Sy ¢ oled ull ADAPTER (0,5 oo (y9s 5 (2o &1 |y B8 @y &5 ()52
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oo o il a3 ) o eulol K a4y bgs e s S LMLl sase slogl w45 500 45 . b dalss ol Isaes iseralS
L03)5 aiie i ,elol pb 358 g ol yan 4 Cealy
DNS RESOLVER CACHE &b gime 3> : / flushdn
DNS _slul (0505 yiun, g y5l] (gl DHCP lawgs ouis adgs ledbsl  slos (0905 REFRESH :/ registerdn
DNS RESOLVER CACHE =l szme isles : / displaydns
,9lo] sl 5lxe DHCP CLASS ID Lo ilei : / showclassid[adapter]

DHCP CLASS ID . : /setclassid [adapter][classidtoset]

:)9,'1.5\01 'al.S Y WA

o2ty 2,k 5l PROPERTIES ¢ azy35 il s NETWORK NEIGHBORHOOD (55, 5; ool oSS b olsiae |, jsmilol ol
. 35e oaalie NETWORK AND DIALUP CONNECTION ¢

Detection System Intrusion $c...> IDS
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5 S G e 35 a5 e Bl e 8,5

System Intrusion Prevention ¢ c...> IPS
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BL)| Jog 5 adad e aSd ;0 95250 o515 (il (9,02 IPS (slo Glilss 100 51.00,55 0,15 ()T 4 (sl oo b aiS 0 i
el 8o gl g Bl wlasal g 28, S5 g ()5 aSea b (Sl oS

Sl Cewl (Koo a5 Jl> j0 0l cunl £43g Jl> 0 aST 1) (gl das milozly Sblgs g bl | ] ous colbld 5 ool o jle 4
ol i L IDS il o 1) lisls glss lg5 oo (Sl s Ll olusl ] .\,{TJB.SQ‘:.\;JS@.ﬂDSﬂPS Ol

5 2Ll o)l jeue wad aST 1) gl Ay o i o8 L aS s 4l SIS 0aiiS olST g wledlbsl caiiS (5500 )5 oS
e 1 IDS ke UK i 1n IPS s Lws

Ll aS sla jlas wlol 5 asly oo ciidi> jo Ll 5YL (xbaw ;o Jg axiws b IDS slo LUl ase sl & IPS
alox S a0 LSl haid & g aiiad (6,5 sl 1l dalPS 4l 10 05 1K pueea peps o0

SIIDS Ciyllsg s b aS ¢ sl 20 gl p5lSe 10 S5li5 iz IPS 1 IDS Ll ais 55 IDS 1 IPS ples b
Sy o Dy S el Sl 4y el L

355 oo i ulul 1, (6y3ee ol ain IPS WS o Jlab a5 ogue oyt sl |y 6IP'S a5 e o5 ol
S 4y 99,5 51 B 53 1, T sl U5 asly ¢ (S il (lo asl sl Lo &5 e (53 ST (o0 (o) B0 sk
231 o0 o 4 5ol Wil 0955 51 o9 050 Djgo 30 5 0 (oo () 2

o a0 yi 5y 3 LS5 eolial i a5 conl _al, il o5l S0g5

o nSslr 5o yare 13T (6lo o)l wiS Ty s &2 3559 ST (8] Sl (50 050585 5 b g g o e slooS
9 585 0998 2SS e (pigred Nidg g alide sla IS5 L5k sle sy Basbo 5l At 4 esle D)L
425 g Fge g (oo phmmw Oy b (o5 9 Sig S slo 4l B )b 5l g wielid (0 &S o g g alelid
Gl b a5 (Ae g 5 NP asle) 539,5 Ll 5 0 Jaibisl glo JS5gys 5l ooliiasl 536 &5 o0 clo o5 (oo odinys
Al 05,5 £ 8 s J310 4 3585 (gl 1) 05 alils 455 5L pin sl 1S plox]

@ (2555l 4 )00 5 Wgdos (Slles S8l s j950 4 it Coll (b il Slylo a5 el (Glpats 35
LS50 sol> e WalS johay b 05,5 0 5, 5 WIPS i a8 calons] anil oo 43 g o0l 65, 4slpy Sdle>
S5,

44




Al 005 5 g Jglose Sled e

1y NS e (ol ot
by oy o Soals
AL 4 4 (6,00 ae yo

splS TCP\UDP s US55,
JES o s § Co e TCP 80 FTAM 1
LG
Jlasl S Ll TCP /UDP 21 FTP 2
ool ity JUi] IS5 TCP/UDP 25 SMTP 3
] 45 e IS5 UDP 161 SNMP
ool
6l il S5 TCP/UDP 23 Telnet 5
lesbiee b b5l 5,18
oals s (yo3lo 1 g 590 ol
SF o i JSSg NCP
Jasl (o a8 S5, TCP/UDP 80 HTTP
3 ey Slxio g ey
S5y oo )b A
B o3lss S5y TCP 179 BGP 8
RFC , s
St ol a5 g ARP 9
ool SIP o]
ool
S g STg TCP /UDP 546 DHCP 10
bgy @9 [P sl ool
Sl
IPX/SPX S5, 5, TCP/UDP 213 IPX 11
s sl Novell s,z
wns JLoyl g e
LU, S s s om UDP 4569 IAX2 12
5 Dg0) Lo glo a0 4
S oo S (g
ies SoDNS TCP/UDP 53 DNS 13

45




Al S kg o]
Jata (LAN) ogas

J..wla‘so ‘0093
oS Ol Jlasl sl TCP/UDP 24 UbP 14
Sleds|
TCP/UDP 524 NFS 15
TCP/UDP 135 RPC 16
TCP/UDP 401 UPS 17
part of Network TCP/UDP 443 NNSP 18
News Transfer
Protocol
Microsoft- TCP 445 SMB 19
DS SMB file
sharing
INTERNET TCP/UDP 631 IPP | 20
PRINTING
PROTOCOL
Hyper Text Coffee TCP/UDP 80 HTCPCP 21
Pot Control
Protocol
Media Transfer TCP/UDP 57 MTP 23
Protoco
Secure Hyper Text UDP 443 HTTPS 24
Transfer Protocol
Secure Shell TCP/UDP 22 SSH 25

46



https://en.wikipedia.org/wiki/Network_News_Transfer_Protocol
https://en.wikipedia.org/wiki/Network_News_Transfer_Protocol
https://en.wikipedia.org/wiki/Network_News_Transfer_Protocol
https://en.wikipedia.org/wiki/Server_Message_Block
https://en.wikipedia.org/wiki/Server_Message_Block

Jlgnlé

dodde

G e A )3 polie job 4y Cilug ol S0 XP jsans Jele g )3 0ol aiBle Jlg nl (sl (Byee (Lo )
g Sl oads S JelSY jeang (cm CodMST Jale i j0 Jlg b Slendasd el soiisy dgupn 1y 095 Jlg 8 e

2 Jlgpl 58l a5 BS dlie ol 40 .05 wald )5 glply 5 oolu g s Jasme a5 sl oo el ] wlesdass
wwles gun,So Jlgpld jo Jled el slcaslow 5l oolatwl b, QT B8 pudd oo LS g FUEARY VPRI

S99 Jlspl 5o (Jeou

a5 1) 09,5 YLl 4s5 5 5 03,5 oo clidlone (5395 SISl )0 e 5 03gr alal g 03l XP jeang 4o Jlsnl 58l 65
58 S8l Sole. 09 Jld ot (58 hn ysb 4 Jlg pl (nl Sgei on Sgune aiid 5 cod )] ooliinl 990 Lol FgnslS Loy
b cobs pal b aSed Glae gl | ol cnl 59,5 Jld (258 Gy ssb @]y Jlsnls nl (SP2) 095 Y o)lods (g jos iy
0355 el WP (G bl 2 Ly 905 50 Sl il Jlsd lacidlS 55, 2 (59,5 Sl G0k 511, 0

2,8 a8l T e MMC w oy sl JoulS Gasb Sl (29,5 S8l 00,5 68, (Ul 5 0d aslo syaz) Lajsuns
albaaz slacbon Slatiy CollB (539381 b Joo BB slofoeslS sln pogas 1) Jlgnl oV jo0ny 50 Cdlag Sle
23,5 3k dite o Jlg 8 yo JLb (o295

Voseaiag 5o Jlonl (B

Sl oo imred Lo Canl (g ws BB by J5S Gasbo 51V Seaig 5o Jlonl adsl Sleelas ding 5o wiiles

Cod Jo 53 b ago plomil iy S8 Bl 51y oz p VLAl sl 0,5 T gy S aler 5l ad iy cleglas
S0 Dye ol 4sNap-in Sy ogil 5 JEMMC JouiS Sy (3l Bayb 5l g joaing 5o Sloglis cnl a8
S SIS b e e jo a8ty Slenlal a5 (69, 2 ediimee ) JSD 50 a5 4SSl

47




* wWindows Firewall

v @J I Search Con

@é) . @ ~ ControlPanel + Al Control Pand Ttems = Windows Firewal

Control Panel Home Help protect your computer with Windows Firewall

Allow a program or feature Windows Frewall can help prevent hadkers or malicious software from ganing access (o your computer through the
through \Windows Frewal Intemet or a network.
&) Change notficaton settings How does a frewal help protect my computer?
. What are network locatons?

%) Turn Windows Frewall on or off
4 Restore defaults . 0 Domain networks Connected :I

- Advanced sstfings Networks at a workplace that are attached to a doman

Troubleshoot my network

Windows Firewal state: On

Incoming connections: Block all connections 1o programs that are not on the ist of
alowed programs

Active domain networks: B ma.com

Notfication state: Do not notify me when Windows Frewall blocks a new
program

l 0 Home or work (private) networks Not Connected L‘

. W2 Ppublic networks Not Connected _'_l

018 i Jls s 4y Slarlass & iy JAS oyl 51 L Y o o ) U

S slp i sl 43S

B oz b oy 5 Sy (53 1 45 S SIS amo e |y ol ol Lo & i S50szg 50 Jls b 38 p

P oy b Glyie 4 BT A S 50 a5 Wyl (615 S 5 (Kb S (ages 4 Dbl Lad ¥ Seaig 50 s
RO RVAPLER SREY

A olwlis cdl> ol 5o oy jles (B 09,5 homegroup (G vl co oS Gl 1, "' Sl ass” a5 Lt )51
9 S )1 51,8 Al cnl (g5, a5 1) (6,500 Sleolfiiws g b SgeelS wilg g Lok a0 w0sdigo JUeb 355 b o
Sl 5 5003 e s Al gn S oS & Bl (slo SpeealS A2 455 (ol 3 1, Lo 35y il 35 oo Lo
Loy a5lulis jo olo adgy [S1.05 )05 STsl ay oo L) i 5 aule (55058l Coew sloolliws e 5 AlbulS [0 59290
L0 Bl 0gm  STynil asgaze I T sl po )13 STzil 4 1,0 L Ll asalss i a5 w5l 3

s il i 5o Lo 5 gon Jlab b s o & A5 ol iS5 a5t as5S Lot 51

b iy Slalatil sl 2y S5 Gl 5D 0,8 atals S gde Lo 510050 ()] e 5wl (Sl 098

aald 4l G plye a |y 4l JS055 jeb 4 gl g d Cage sliml aels eaiiST SS9 (FaepelS pb a4k S s
Jate ol (BB L o ol50g,8 S 50 (cagas oo 8 S 4 Lo o5 Gloj (sl el prslin a5 " cogas aSB"
ottty sl Jlad o o8 Ly e 4 aKed S clo ] 5o 0 o ooliisl Wl oy 4 Sy 51 L g s

L 3,5 sl homegroup <G 54 aalyss [0l cll> cpl )0 pizad i 1) Lad aiilgh s a0l ol ;500 o FaualS

0,5 gac oyl o

48




Sgne |y il g0 Slme sl aoliy Coed 55 a5 (als Aol b bLI (2538 iy jsb Y jeang Iyl Sl glgil g2 L

G, i o0 ¥ S j0 a5 jshailes dioms jobb 4 | a4l £45 1o Slondais a5 e w0l Lo 40 Y 590 .08 o0

= Curs

tomize Settings

le\ ) P - ControlPanecl ~ Al Contral Panel Items ~ - a Settngs ~ &3 | sexa

Customize settings for each type of network
You can modify the firewal settings for each type of network location that you use.
Vvhat are network locations?
Domain network location setings —
= & Turn on Windows Frewall
I Block all mcoming conmections, induding those in the §st of allowed programs

¥ Notfy me when Windows Frewall blocks a new program

S € Turn off Windows Frewall (not recommended)
Home or work (private) network location <
=3 < Tum on Windows Firewall

I Slodk all ncoming connections, induding those in the st of allowed programs

I Notfy me when Windows Frewall blocks a new program
2 © Turn off Windows Frewall (not recommended)

Public network location settngs
<7 & Tun on Windows Frewall
I Slock all ncomng connections, Induding those in the ist of aliowed programs
[ Notfy me when Windows Frenall blocks a new program

=2 € Turn off Windows Frewall (not recommended)

oK | Cancel |

VLI RCIR o¥) l}zﬁ)jbql)wéjs}maloga’ﬂa\f&od ojll Lol g V9004 Y S0

albonr Jub slofls

S 0,00 o5l Ll 51 (S e ol il pogas 5 (sages ad 50 2 sl (2o hlsn Led ST 2 s 900 50
WSed ;3 45 615 o o9 syt 0B Lk (plply ol oo Jloel VLAl don ay Loy (55 00 Sgaome il JUsd (lsj
S (ages aSD &y by po (ilgd O)llas Con Lo 15 e plamil | wsls o plnil pogas (e

S 4y bgrye YLl gl Jlad Wlgi oo iz slofildy  aSel OS2 (gl « R2Y e oAy 5o 5 ¥ 550 5o

ail o Slu 4 45 SosS sloser

OS5 Bl g Ol 5 Sllajleslanal b cdlug Sole 5 Conl Sz g8 Dl @ atnly s sl s lge 5l (65l 5o
Tl ilgd oloml plim Ly j9ang )0 «Jlie plsie 4 el 00,8 Jloel ¥ 55005 Jlg pl 50 (SzsS Ol yis sl 5l (5
atetin |y i aels wilgi oo ¥ Sgaing 5o 3,50 50 0,8 o0 S IP upol s &gy o)lads [z j5b 4y il L
Sghn (e aielg (nl o Sles o) AalS Sl 45 0

aly o SSsn b lacs,g g oS sl 1, OWLasl sl (uilss « Netsh jgiws 5l sslatul sl a4 auilys o uizead Lo

S et o g 8 JgusS j0 IPsEC Slall lgie

49




) 00 oy el ol Su e S ST AS Sl (g (Gl S oo Slatiy | gy (615 e 5 DY il (sl
- ol B3l jslaie a5 (6,35 30 po3) (sl Wlgs oo jo e ol iSu S Ly CundS SanelS SOl (00 Cugn 1o
cules 0,510 caMS Lo 3

ad g Sleodats jloslatul b o bl (sau Sy
oo VUS04 jahuilen aSe sla blign glesl 51 S ,m sl |y by 4 asls se s i Slonas JouS 5l osliul b
UVE{ N BY-RUESL ST VN

[0 Wirscms Tewwst wit K vwnced Securil
fle Acon Vew hHep

% B ED

PR PR v et v ety o Commner e

K ndeund hulas = | Windows Frrwall wim Advanced Secwi., &
Cummecne Ruter < } ~
E Lo iion Sacii e ‘ Tirviowa Frowad wh Aewrced Tecsty $evsing retwod ity o Widows conpr fon & Iepan Peicy
B2 Mentonng v Brofessy.
Ouerera - Partor O buht Polay
Domasn Prosle Dragnece / Fapar

U e Pevwe o an

.- »
Q OO Sormecions TNE €0 A march 3 Tde e docked Pabver
) Outound covactors B 49 ror match s e e slovad
Zropemen
Privato Proflo H »»

&G Virdees Fewwiia on

O oo cormecsons Pt & nar manch) & wie e Seched

O Obound comnecions #2 o mt mateh 30 ow Flowe &
Publc Profide is Acive

U Viedew Fovwela an

() roound corrmcions Bt 86 0t mach 3 e iw Sockad

O Ot aovrediors v 89wt maldh s 0in pe ovad

B iecows Srmwal Fopoces
Cemng Stated -

Credte corvmcton 3eo.rty ine 23 somcfy how 5nd Aben torredtore befvoen cormuies 7T authetedted o
reched by vang rtemet [yoncs seouty e

£) Owrection Sapety A
View aod creatn Srowall rules

Conite Sl 1o |5 Whow o0 Dok COmaions 19 Keaied (FagraTe & SO Wi a0 S0 Mlow § COveting sy 1
atharticaind ot £ 8 cores fom an sihonoed v gaup. or corputer. By ddaul, rbound carrecions o
G0y MR 3 240 Tt WS TR, 3T DEINNE SHVTIANE 3N UTweE wriest ey NI ARk T

te
>
o

b iy Sloplas JouoS sl osliial b Ll 0 sl o an 357 (gon 8o iV IS5
tadly axdlo 1) slaan S 5 (So il oo hlgn 2 sl

5999 Jlgnl Jub sl Jlad Consy

(ool o5l b cuYlasl dad (10,5 dg90une ¢(40,5 Sgdune) (639,9 Y Laslt

(o) dgdus b oo o3l (29,5 YLl

(2235 el i oo oMbl sl 00l Sgdus doli p SO a5 LK ) 4l yileit
b (A5 wax S5 A (S5 el ol

192l (29,5 Ceslw 0l p odle (oo poe Jawgi ol slml Jlg b (Jowe (il Jlosl:

50




lopld 29,5 Canlow uilsd pogdle oo oy pae Jawgi oals sl bl | coel ore (yulgd Lol

wlag, oud

ol B U e & BB SS e ) leslg, UooS mal ook Ol | By jeamy Jlonl
Oidu 50 ausly e aolagg, Y jeag e .l ol wewlWindows\System32\LogFiles\Firewall\pfirewall.log
Applications and Services au ;5 59, » wx S 10 wuin o T S j0 a5 jglailes g oS 5L 1) slayg, ales o x

S SJs Log | Microsoft | Windows | Windows Firewall with Advanced Security

B e EERAL e e - e o o . NIPRP

Fie Amon  View Hep

«w | zZ@ EE

Fi s ~ o Actioas

<t Msiiin T P T —— Windows Frewall With Advanced Secer.. &
Remcteissats Opeieticaal © (2153 2 Openlavedlop.

Resowrce b Opereticasl O 08ytes ¥ Create Custom Yocw

Op 1551 100 M8
Opersticmal 0 08yes

RusourceErma

Inpan Cuttem Veew
View »
5 Ratech
B e
Conracsontecusty -
Open
Properies

B v

o

WedensSyRe -

olayg,y Giuled oy 0V jeaisg Jlgpld slaolayg, cud :F s

30 S 5L olaggy cud b aagpled oloul J3slaw (sles S auilen co Lads laygy ioled oy jo aolayg, cod sy 4o
a)_,.csd.ulmgmok\.:j)wkjgb

Netsh ,gus

ools 513 s ola asui b (6,55l jehate 4 1) jgiws cpl a5 sl g s sl Netsh le,d Las jgiws lyle ¥ 590

S oo 2l o MaS solaxuladvfirewall

51




>

Sy9d plaasio 5l (S alex 5l diasg 55009 Ol 516 e el Linsg Jlg ol a8l sguge a5eud V¥ 5909 Jlg p 18

V jsaiss 4 cdlg Solo o odmlie (BB Ly U5 50 gyl eyl oy 51 el ol 51 Sageam L3 iogs eI o
UY&.MA L M WL».O u_v)ivl? s.i) 9 S| ).> 6.5)..)15 09.‘> QL....H.M...' L M aS cuwl oo)f LW ¥} ul.u).o.o J‘g);b ;S.:
5 s wgmee LIS L Ko gl

: caclao LSJ)‘B.A

Allow an app or feature through Windows 45 (axio co ) lae ol j0 43S udsl -)
Gk 5 Ol el 5 b Jla ) o5l asl s S5 s pudlysine 45 5,00 LIS 4 Sbej 43S ol il sFirewall
g 28l STyl Lod e sl Wlsie Dy S 595 5k a4z 9 )18 5 S slp ojla 4z) e ) ls 26
o 3y D S Lo aSile) (9 0l n Sl @ asliyy 3,8 L1515 Sk LS sy o 005 3
Il S Lol concd a1 asliy 5 51 Jg aile anlss 5b wwars |y o Gbsss a5 Sl B & ol S
o oo |y ledbl Lol g <8l jo o5kt acl 4y pg3 adlse ;o ladd
3590 33 ekl A G g5 oo o] 4 09,5 5 e a5 il o Change notification settings au ;5 pegs -V
355 a3 Jlgpld 03,5 Jld e b g (sogee g (Jome slo & (659, 2 2
cols )3
o Ml Lo 43 5,5 Ssly Jb sl sl 1y aelyy SG aSile) oS (oo el joag 4 53 9o 350 o
oS o0 S 10093 ] oy 5l as wil o B an S aliw ds j5Turn Windows Firewall on or off -y
a9 Ba> Jls b (59,5 00 plol Blewdas oles ] lawgs 45wl o Restore defaults a5 o o> -F
D9 o plsl a5 cpl 5l Jlg plb Sledass soee 45wl 0 Advanced settings 4o ;5 ez -0
L (99,9 SB15 pealsdn aSal o oS a5 jouing Jlgnld 5o sousite o dd ol (oo Coond (0l o
|y ol JSSgp oo b ol axels oogas b e (slo a5t a4y il o ols &gy o e ol anlip G o9,
oS ST b sgame
o) MeeeSe 1y il 4 590 Jlg plé 31 oolisiod L 1, kMIPIAYer alsyy JLasl 5k waplsegs digai sl J>
3 nSsk b Lo sy S it Jlab et 5l 555k 5 5l 4 s 4ol JUl 31 5,55k (sl olsies b5
(2,5 oolawl by 4ol 31 & 0 ol w..)uT
3,0 393y (g3anie slo 4 3F 04 o 3L A (gl dmbo L Cew )0 mgd o AdVanced settings o)l >

Ll ouplys IS g 0 Outbound Rules 4 Inbound Rules sle 4035 L bowe a5

Sgde oolail a5 5 g0 A b e 41 (639,9 S5 S sl Inbound Rules

52




Syl oo ooliinl a5 5550 aSLs b e 5l 9,5 S8 S (sl Outbound Rules
Iy 5909 dawgs oals ol sla Rule ( jisles axbo lawg ;o > oS SIS Outbound Rules s, 5
33 0% (o0 0313 Jaled 703 K5 ay S (l 53 998 Sk joaing by b Lo bawgs (sl sl ST 0iSie ovmlive
Slp ole 435 L g 0s>90 sla Rule ;L b oo Rule sl sl ole a5 ioled ambo Cowly o
)0 052y Ll Bdo izmen g Ll Slarlats 5 09250 il 5l (285 2,5
Ao e 00 b o,z 40 S o0 SIS New Rule g4, , lal kmPlayer aal p Jlas! 5l s oSol> ol
oS Al ) 355 o il (oo ambo cal 53 3525 slb AT Gk 5l s (ae 4z

&S o S ]y ol ael p G sle s yiws: Program

S oo JyS UDP g TCP slo S5, 41 1y & ygn oS5 (5l oo s : PO

9z e iy a5 i 5l sla Rule ;1 solaul: Predefined

&l 48> 5 aass Yl & )sa Rule sus S, : Custom
el sl S kg ogzge slo aalin plos (g (o0 i amio )0 0 (o0 SIS PTOGram as 57 55,
Sorp 9 mpS oo Byre |, kmPlayer Jl>1 LG .. this program path s, » SIS L .o,S 5 ,me
oS oo SIS NEXT

25l ale aS oyl 4038 A as axas o
B2 o aslp |y Oledbl o)l o5l 4355 ol - Allow the connection
B2 o |y @ledbl sl el ail (el Jlas! 43,50 o Allow the connection if it secure

S e gk |y 158 6 5 JLast WS :Block the connection

S (oo Sl po 43S (59 2
0dls ;3 0 lae 3l SewlaS” 4y Jlas! s ;0 WS o @t A 1S oo cdlice 43T A Byas Ao 4 09,9 b

2¢i > Rule
(23b Sleas oxias &l S it 450550 ,0) ateld G 4 Jlasl p5a :DOmain

' S S 4 Jlasl sKn Private
ogas 4 by o] aSis a4 Jlasl plS2e PUblic

oS o ST NEXt (55 g 0y (o0 S 1 55 9550 35l50 m ks a5 (6505 L
o2 oo ,Lzd | Finish o s

53




CMD asiils o 1,5 3 Ol ygsiws
. J...S oolazw! Command prompt Ja.\m )‘ JJL; ul)}umb Q"‘ Ls‘)}‘ 6‘)4 . w..)\o); ° diu..: u‘)g.»...m) ‘5'>).| ‘;)M L lDLu‘ o

enter wwjo.};wb ‘)Cmd u)L&‘Cﬁmﬁ)és)sv\us (55*“)045“’“‘”‘;)1““@‘4"‘[4“”&‘ Jl:u‘&:\.‘uj.lo

RV -
:IPCONFIG ,guus (¥

).:J.Sw‘ 6‘ o&); wgwlﬁc.\.&o U9 Lng)leS)oTCP/IP Lgdu.s)sv.) Curog w)f)WQMU‘)WO)‘é

5w 3l Ssid 5 WS 58 - Cewl 0dd eal jeang LT s,

09 oo oolatul alayl) opl o IFCONFIG

:IPCONFIG ;I ool

Sledbl g IPCONFIG s Slos . 5405 ol COMMAND PROMPT 0,20 o1y 1 pb cncdlS ¢ 598 gm0 5l eolal (sl
D18 (Sis 00 ooliiw] g £o5 4 Al dalg> ool iules ol sl il e as

Siles | i (S92 99290 slo jenlsl 51 Soym b bLs )l 4o TCP/IP son S ledlbl o g y9s IPCONFIG 1 ool

ols valys

IP .yl
SUBNET MASK
DNS osins gy leMb!
DOMAIN
ol anlys igles 53 1, 08 o ool VPN 5 DIALUP ,s o7 51 a5 PPP g4 51 ¥l ay gy o SleSlol g8 o, giaso

alez iules 551y (6,550 ledbl ¢ L3 iz 4o ool o)Ll Sledlbl yioled 5 ogdle ALL Egm ol yadd &y IPCONFIG 31 oolazl

Cols

(MAC) aSlis &)5 (5 ,1381 e w0l

DHCP &, Logs o coledlbs

54




IPCONFIG 50 (sl s il

&I TCP/IP (05,8 40 bgspe leMbl e (RELEASE , RENEW) T slo g (32 9 IPCONFIG jgis 5l oolial L
0idd pg w5l Ioaze |y BT L g 0T 1, sl oo 00ls 1,8 005 1.5 gy SO HLis] j0 a5 |, DHCP s0ias gy dawgs oo
w‘)b)wsm)wm)o DHCP & RO waﬁwb)ﬂosm)ﬂaﬁnmdp J.u‘)ﬁ Q}m w‘?)o

0,8 eolaul ] 5l ag5 anwlys g4 5l eolainl b g a5 ol (s00nie dude slo g sl)ls IPCONFIG jgis

59 9 2l 4 1) 598 g 45 Syge 40 .uled (o ol 1) DHCP lawgs ooy soi,Se IP 0,01 :/ release [ adapter]
selel pb 598 T ol o Ay Cely oo ¢ el aslls Jlai o 1) o> Helol G by e (g0, S Sledlbl g 5le oljT auad aS
L0 ,8 ascine ju

3 led oo Szme (g0, ¢ e co b, DHCP 51 4 sasan Sledlbl wlal o 1, IP w0l S - /renew [adapter]

Soan 35750 sl bl (aled IP (00 S+ oled ol ADAPTER (0,5 (aseie 5 5 2o 1], B9 @dsms o5 90
o ¢ el alils |y pls Healol G by e (a5 Oledlbl sazme slow] duad aS e 5o - db alys bl loaoxe SgolS

2035 et i ,elol o 358 g ol ya 4y Cel
DNS RESOLVER CACH &b gie 3> : / flushdn
DNS bl (10505 yima, g 590001 (51 DHCP lawgs oo oy ciledbl oles 0405 REFRESH :/ registerdn
DNS RESOLVER CACHE &l gime isles : / displaydns
,9lol sl 5o DHCP CLASS ID - oles ilei : / showclassid[adapter]
DHCP CLASS ID . : /setclassid [adapter][classidtoset]
D galel ol Lauseas

o2ty 2,k 5l PROPERTIES ¢ azy38 sl s NETWORK NEIGHBORHOOD (55, s ol oSS b lsiae |, jsilol ol
. s9e saalie NETWORK AND DIALUP CONNECTION s

. DNS CACHE p 500

e gl wled (oo 28l 30 DNS (g 0ains g 4 Gasbo 511, (950l & HOST b o) doz 5 ¢ s S o5 s
I, CACHE &lgize TCP/IP asiiy « 59 oolitul pb 5l ooz a5 590 48 . dyloiss 0,033 CACHE G o 1) o alisS o)lo;

Fhled (o0 (o2 (Sl 50 05055 BL jelaie &

. IPCONFIG 3l solitesl o 5

55




plil 1) 093 (islby ciw o a5 aSis ;0 DNS g DHCP 00ins gy b1 45 pus (asedd oo, duab a5 (63)l90 10 (358 ,55ms |

.oﬁwoo&wl‘mos‘»

PING jgis (¥

Cul oyl |, g5 4 Jlasl colls Lo aSl b o 46 b o

PING (1P S & o0 b plojon el (S ST s bl SERVER (05 I3 sl sla 1S a5 el (55505 55000

Ol & (83 g Syo ile; JS SERVER .« o

e s PING

Pl ) D90 ar H5ts (nl 08

Ping [IP-or-HostName]

CalaSS a5 0550 easlS HOSTNAME L o IP )01 5L HOST NAME L IP sl> 4 oS
ol Sloj Gaw « TIME 5 jolaie . sl aiis yo 50 (8L )0 5 (Jlo,l slo ol jlaie BYTES 51 jslate ¢ ovel Cows 4 b 4o

w‘dll.w)‘w)u‘dl.eﬂclfé‘.\n4TTL)‘)9JQ_~A5M)_, )25"4'.’)5'))9#43-»-\-3[30 SJ}.EAS

10y dalgE 3 Oygo a4 am . 0uS PING cas Jd a5 IP G ay 0ss™ 5,8

Pinging 892.868.811.211 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 892.868.811.211:
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Packets: Sent = 4, Received = 0, Lost = 4 (100% loss)
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = 0ms, Average = Oms
s Jlad alasd T 0 1P TS ams o oylis 4
Gyl 4 e aSis B,k 5l ST g ol ond oy oyl 4 Lasities 45 Cewl (il o 00l SIVL o a8 s ales arl
el aSl o olpl oS o (gl Sl ygiws e 5 So PING Yol L ail sods (gai ) twpo a5 Lo aSllls « aad Juog
:PING | giws calises sle OPTION
@ 5,5 lawgs daly olow! ey B PING jeiwo b o,S s fleie T jial,b 5loslaial b : PING-T ()
S aBgie 1y o] )l asl Ke ol aslel ol (o B aes Jlo,l ST oo alsl 0 ,SPING
Slite Cels ol sl ol Soke 4 5,8 o | 15 0 00 o 5T ol 6U s oo 55 A yielb 5l eolizal L PING-A (Y
20 Ui ysb 4 a5 ECHO REQUEST MESSAGES Lol clads olaws olgie 55 N ol )b 5l ool b PING-N - (Y
Cols mls b ialal | wilos L ¥
YY (2,8 Liw sk 4 aS |, ECHO REQUEST MESSAGES wiws o> g jui L yal,b 5loolawl L: PING =L (f
S5b (o0 FOOYY zelil ol sl slone slade o jSTle ol poss wBL (o0 ol
ol s Oile a.0,S i 1) 10,5 1 PACKET (o9 0055 ey o lgie 3 | elib 5l o olawl L PING-I (0
- &S pees |, ECHO REQUEST MESSAGES aiy - TIME TO LIVE . TTL el

= &l yo» ;5 TOS = TYPE OF SERVICE lais lszee 55 V jzall 5l oolizal L PING =V (8

il oo YO 5+ iy 35 o ! slos odgaome . abls o ¢ by iy lEe . 3,5 Cyeaxs 5, ECHO REQUEST MASSAGES

u.».».!.) 4.».»[4 dl.;dc o> g Sl )‘ GM’L’ &-ABL')O ‘51)4 )Lb.»)‘ L)LA) Ode Q‘ﬁ" ) ).u W ).».A‘)Lt )‘ oalauwl L: : PING‘W (V
- Oged
. TRACERT ,ius (F

A oyl lyls olKws g0 (ke a0 b HOST g0 s yuano 48,5 log s, TRACERT 5le cslows 5l cpl oL 5l aS jglailen
WS yoee 2 oliws 4zl dake 4 losse 51 sy 6l Lo (o)l (6 an aS) i 05 oo coliiul wiiy oo 1) o0 S

c0g oo Jlu,l lae
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‘)Lbula)wu"blad&l.’;.\méGALAG\JW:Lvud.....u)la).....M.AL_SLD:ul.v)...m.n)lgs.u).b)‘@Abubﬁb‘é&;‘ﬁogy&)wow‘

ol dalgs lis ol 48 S 18 e s o g oud welats Ll 3 a5 S ye0 o

Soly> (aseive jyiss (nl bawgs 5 4l (oo (Sl ¢ ol Slyrne Bloe 51 L ICMP a8 5 28 (e aieen
Dyl gy JSie a3l adads g0y bl i SIS 10 S IS B 5,5 walgs SaST L 4y Sledlsl il 0l
391 alg56 jaal Cuiibgs Lo o TRACE ROUTE « suaiio a5 bl | yoano y3 JSiio & j90)0

F oy Jle asibe

C:\>tracert comptia.org

Tracing route to comptia.org [216.119.103.72]

over a maximum of 30 hops5

127 ms 28 ms 14 ms 24.67.179.1

2 55 ms 13 ms 14 ms rd1ht-ge3-0.ok.shawcable.net [24.67.224.7]

327 ms 27 ms 28 ms rclwh-atm0-2-1.shawcable.net [204.209.214.19]

4 28 ms 41 ms 27 ms rclwt-pos2-0.wa.shawcable.net [66.163.76.65]

528 ms 41 ms 27 ms rc2wt-pos1-0.wa.shawcable.net [66.163.68.2]

6 41 ms 55 ms 41 ms c1-pos6-3.sttlwal.home.net [24.7.70.37]

7 54 ms 42 ms 27 ms home-gw.stbwa.ip.att.net [192.205.32.249]

8 * * * Request timed out

QTJJQJW‘OQ)SQ)PJJJXM.AM‘D‘A4.1})40)&5Q5)w.».l4.1.>)AVL’OM‘BBB.ALQ_»JLOICMPLSILM))|MGJL~OJ‘)Q
ul&n‘l.n‘d.».i.uo)lsla‘vAbjn)ééyyolihw»)&‘b5%‘&.‘45.)‘$)|)5ln‘/\&ﬁ)bdtﬁ&woswbw‘w‘y@

Coyai ]y o casle 40,5 et

 NET STAT st (@

gl ates 0,5 Culaa Jglazm o] aSis c¥lasl a5 ol o y8 bas 1l G« NETWORK STATISTICS Caaso « NET STAT
5y SleMbl gz 3,91 10 5 a5l 50 Mo 43,5 lowy sl LIl cpl e a2 o L |y (gl 4t slo abayl ) Lol 51 golaws

c 998 (oo oolaiul o Sles 15 o3l G i 45 ol Juu g

P 699,9 sl yal,b
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(3,00 3929 531 5l ooliinl GGl jeaig 10 ) Wgd 9,5 — Ll gl (0 3)ly j5wd olyen (535)5 10 &5 alo sl

Jus sls CONNECTION joles syl )y o900 NETSTAT jgiws
SamealS 55 Jsd UDP 4TCP oVl sles iules : NETSTAT-A

579y e 50 00 00l Liules (s aSis SVl b 1050 6 sl isles : NETSTAT-B

Syl g b0 sl a9 by cub sl Jod 5l e ol 4y bgyye Ll iales : NETSTAT-E

Gauas sla el pitacew g by je0ig o haid) > 1 sla ool sl FQDN isles : NETSTAT-F
Slp M g aas o Liules G308 Syg0 4 hla &g g o IP aS i e 0 J3 TCP sls LLs | iles : NETSTAT-N
-0 L pb ansess

b oyl 43 g o 5Ll isles : NETSTAT-M

Jlasl T s by 1o PID ol o 44 Jls3 TCP sls Jlasl 2yl : NETSTAT-O

cams oo las | Jlasl 4y gy e JSGg je0s 0 : NETSTAT-P

S e plas ) b IP colas Jsas - NETSTAT-R

JSG g SuSas 4y I Lioles : NETSTAT-S

(Geding o add) 3920 Ol ygiws glp olesnl, Siles: NETSTAT-/?

NET sz (8

9 USER uiile oo (sl aalS" wub jaiws pl b 008 (o 41,8 oolail 550 (ol a5l (gla OBJECT U I (5l jiis jgiws o
S L5 s OBJECT gg5 ax L awnlss o a5 d4is a> ke piwew 5 COMPUTER

S (g0 ool |y Hgiws cpl Sl diged iz 5 5o
oals UL"‘"’ ( [ O39ga gL Jﬁb J...A ) [ S )99, w...]a.u U.Ms G u.“ lJ : NET ACCOUNTS

P99 (50

0iSae o b 5 aL5] 55 5,50 DOMAIN gl ools oS3l 1, L j5snels : NET COMPUTER

iSae g3l ol 0lig |y el 00 3lao NET PAUSE 520 Lansgs o5 gy : NET CONTINUE

59




st‘SAuA.ULQJ |))5).~u 65)).>0J.~u FURvRLY J‘;....u‘s)l.v 6L® J.'lﬂ ‘SALQJ IALNET FILE

20,5 adlsl ST ol 0,5 ) 4y Sguiams i g 04l g2

NET LOCALGROUP : g5 (oo ol 00 iy 5 Jome (sl 09,5 ax puins pueblgse S

Loy sod, ¥ gllas o)lads 4y jo0img c wlo ion olas a5 00l o>l 550 4 NET jgiws G a5 89 : NET HELPMSG
o5 jlal s cnl o )ee jo il Ol lp a5 ses (o

- oS oolawl NET HELPMSG

caS oo aBgie |y L2l Jl> 50 lo g, s NET PAUSE

CaiSwe adlal b Aol ¢ ol |y (e sl 09,5 : NET LOCALGROUP

S S e e Dygo 4 |y b SHARE wiS o SaS Lo 4y ygtws ol : NET SHARE

camd o lid |y b gy 4 bgsye yLol : NET STATISTICS

caib o L DNS o 51 cawns sla ol 51 Koo (S5 a5 el NS LOOKUP Koo g

.)93..»0 J‘WOQM‘MUQ;&EG‘)J
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Wmware Workstation

1S starty aus SIS setup g, 58 e 5 2l o 5lam
VO U [ SO PRI N PR Y. S E UG PRI [+ P

vmware

Workstation 10

.w@snext &9y » Ao U'.’.‘ )
Welcome to the installation wizard for VMware
Workstation

The installation wizard wil instal UMware Workstation on your
computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international reaties,

EE
Workstation

Cos [ == |

ST NeXt (g, ax g 9uS SIS TACCEPt au ¥ (g9, auyls Jsud ST g 0ailes 1) 1381 0 5 ) deliddley Ceond ol )0

License Agreement
Please read the fallowing license agreement carefully.

VMWARE END USER LICENSE AGREEMENT ~

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR

USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) AGREE W
TO BE BOUND BY THE TERMS OF THIS END USER LICENSE AGREEMENT
<

@ L accept the terms in the license agreement.

) I do not accept the terms in the license agreement.

<Back | | Mext = | | Cancel ‘I
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Setup Type
Choose the setup type that best suits ym‘@eeds.

Typical

@ Typical program featuras will be installed.
Custom

@ Choose which program faatures you want installed and where they wil be
installed. Recommended for advanced users.

o

Destination Folder 2
Click Mext to install to this folder or dick Change to install to a different folder, | |
b,

ﬁ Install VMware Workstation to:

C:\Program Files (x88)\WMware\VMware Workstation!

< Back | I Next = I | Cancel ‘I

SS SIS Typical g, Coomd ol jo

A8 SUUS Next 59y 2,5 cpl 5l s gosS asein

Check ay 38 3 ol oo (gl 5 el Jlmo b 180 5 G ain T caai J j0 a8 5 180 6 5 ST e ol o

ol e 5100,50 093 wa aus Jis w Lx! > 0 g5le (uwiile b a3 1, for Product Updates on startup

Software Updates "
When would you like to check for updates of your software? | .

Check for product updates on startup

When VMware Workstation starts, check for new versions of the application and installad
software components,

Learn Mare

‘ < Back | I Mext = | ‘ Cancel |
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b S S5 15 550 41035 (55, bl cod 0 55 5 el ol 1531 5 5T LB Cead aiile o o o 40
oy 5205 o8l o ol s 4y 38l o5 ol Jlais] SIS
A4S SIS Next

User Experience Improvement Program
Would you like to send feedback to VMware?

Help improve YMware Workstation

Send anonymous system data and usage statistics to VMware.,

Learn More

%

| < Back | | Mext = | | Cancel |

)'3'51'35(5“)‘)5 >l gl g oals Latrine gl Jowo jo L1581 0 5 oyl ShOFtCUtlJa'.So)}a sl a8 Ol b axans (ol yo
2SS Next g,

Shortcuts .
Select the shorbouts you wish to place on your systam, |
| S
Create shorbcuts for YMware Warkstation in the fellowing places:
Deskenp 3
Start Menu Programs folder
< Back ‘ | Mext > | ‘ Cancel |I .
..\.».5 u_i..ls Continue Sy 2 ol 6‘)‘.’ Comnnd UJ‘ 5O

Ready to Perform the Requested Operations .
|

|
b =S

Click Continue to begin the process.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard,

¢

< Back || Continue | | Cancel ‘I """" ML} (5'4 M Jl> )‘> )‘)'é| P))
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Performing the Requested Operations @
|

Please wait while the wizard performs the requested operation. This may take several
minutes.

Status: Installing packages on the system
Preparing list of required operations

WS SASFINiSh (5, 51 5 00, Ol & 131 05 o
S35 208 Crl bl Sl oS Sl Sglite (51581 3 9 61581 e DUl L (slome (eile SG ol (o0 2 a0
S SlS a0 590 43S

Fle Gt View VM Tabs Hep

LElI=R [

Ubeary -
Mome % || gl My Conputer

‘-.m My Computer : vmware . Fa
R Workstation 10 @

3,00 dgzg b iy lendass o)w,i{osiuduu@.y Slowdats &jgar (S a5 Gl 39250 4035 90 Ceowd oyl yo
@;bws‘saubw‘ ‘) Ibgé @;w)}ﬁT‘JJ‘)OMSW‘) ...... 96)L~.: OPS 09?:4‘;&“»&&)‘.0&9)‘-@“‘9)‘5645

S S NEXT (59 2 5 090 as 35 QL] anseee il 5 o2 1, sl

Welcome to the New Virtual
Machine Wizard
What type of corfguraton do you sar?

I Typeal (recommendad)

Creats 2 Workstatien 10.0 vrtual machne
I 8 few easy steps.

| Custorr (advanced)
Create a wriual machne vath acvarced

optons, such as & SCSI controler tyoe

vmware wrtusl chek type a7 compasity vath

oider \Mvars preducts

N

Workstation
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A8 SUSNext g5, » Jsgl 43S ol 5l ax . auS Tzl VMware 8 g, aulgs oo 1, YoY

Choose the Virtual Machine Hardware Compaktiblity

Vitachs ardwane Teahuns ane reeded Tor i el maches?

wirtual rschine Fardiears comoa ity
Hardware compatblityl  Workstbion 00,0 alf—
Compabbie wih: o ES¥ Serve

Compatbe products; Titebore:
Fusion 5.0 54 G0 meTary

Workstaaan 10,0 1h processors
10 network ataphers
8 THdeksize

aS Gl Jol cond I auS Ll w1y g5z 4z a5 0uS (asrin (lxe udilo (gl ¢ b Lo Cod o] o
el o [y Y oNY 5w 5oaing Cuond ol )0 S J5S50 am @0 1) el pics (yme ailsi (oo 3T Cad )0 5 0

20,5 3,15 g0 Ceowd [0 AT @uiS |2
Gusrst Opirabiog Sysiem Tanballation

A araal macine is b s phypszsl computsr; t neede an oparaieg
sl Hos vall yons sealadl Bas cpuens® npmeralony sl

Irstal from: (e

i1 Inestaler G

A

e OV R D D)

W Instaler cer mage e el
,‘ - \mosil 12\ parwdows server N0 L2 0 - Srcemii...
Ly indtovs Sereer 3012 detected.
This operaidng Sysbem wil use Easy Tretall. (nat's this)
) [sll install the operadng System later
Thie wirte machine wil be aates with 2 blank hand disk.

Helpy = Back Blxt = | Carcsl

095 Jole piew jgue 30, Product Key cund 1o oy oo ol ool (b Lot IS cml) sl a5 cand ol )0
oaseine 0yl b aS gumy slo Cond 0wl 4Blad ey 50,5 4lg a3V 5wl oald I, Ll jaaing Gl aS asS o lg
Log @}f@;IPTw)o‘owle.,&bw@du})owjbwu@hb)ﬁja)y&bw
9 98 Coomd 43 45 (6,948 30, 9 52,15 AU lawgs ALl 098 oo jaoing 3,lg IS 995 &y 4 a3 |, O automatically

2SS SASTNext (g9, p oledbl 555 019 5l am .0uS o astie dw
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tamy Install Informatnon
This 15 usec! b nstal Winda ses Server 2002

irulove proahat kay

verson of Vo noressl

Full neame: | Armisiraimr

“ansand: LELT LT L L ]

Confiom: FEEEREEEEE AR

Lng o s mahcaly frequarse 5 passord)

e < hack

You did not enter a Windows product key. Windows
will install without one, but mist be manually activated
later. Would you like to contfile?

Do not show this message again

4

S0sS aseia |y cpile (pl 0ol 0,033 eyl LOCALION Cond 10 5 0uiS 5,051y 095 Jule piaccw pb Jol s 1o
S SIS Next g5, b

Hame the Virtual Machine
What name would you like to use for this virtual machine?

virtual machine name:

Server 2012 *—

Location:
C:\Users\AdministratoriDocuments\Wir tual Machines\Server 201 [ g

The default location can be changed at Edit > Preferences.

skl ptusms CPU slaws Number of processors s ,o

< Back Next = Cancel

Number of cores per cuw.d ;o 5 a8 asin |, 045
Sogd e odlo s Lads a4y 0sS Gl ol e ST S astine 1) 095 CPU aus slass processor
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Processor Configuration
Spedfy the number of processors for this wirtual machine.

Processors
Number of processors:
Number of cores per processor:

Total processar cores:

N

Bk e

Algl o0 995 i g o3l 4y 5 095 Lo o3l Ay Cad (pl jo
S 5o Sl b ol o a5 0,10 9929 o s ¢ 0,5 g0 A 0S Az g5 ST .0 olol abibl> (g5lme uble (ol (slp
S 4y Jolazto alidls> Jlade 0uS SIS s S5 (59, 2 ST andl S asein | pivaw LS 050 alidl> jlade Lyl

055 (oo S5 50 silme (il (ol (6l Lo pns

Memory for the Virtual Machine
How much memary would you like to use for this virtual machine?

Spedfy the amount of memory allocated to this virtual machine. The memoary size
must be a multiple of 4 MB.

&4 GB Memory for this vir tual machine: = | MB
R GB
16 GB *
EGE
1GE [@ Maximum recommended memaory:
168 1024 MEB
1GB <
512 MB @ Recommended memory:
256 MB 1024 MB
128 MB
& MB [ Guest OS recommended minimum:
3z ME 1024 MB
16 MB
EME
4 MB

%

Help < Badk Cancel

0 S SRl Jol Cand ST a5 000 092y calizie slo aSils b oSl )57 bLs )l (gl calizes (gl 4 357 cand 00 5o
0 e a4 (53l A OLlS O jge A o pgo A T il ails bl g pian ol a5 L oles
Jraie a4 Jole gl 31 435 GGl b g e il oo Jole pimmws 095 aSils A3 LLS )| (6l oo pgus a5 040

S SUSNeXt gg, g 09 oo ol pgo a4 35 byl jo a5 el o3
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Hetwork Type
What type of network da you want to add?

Metwork connection

() Use bridged networking
Give the guest operating system direct access to an external Ethernst
network. The guest must have its own IP address on the external network.

se network address translation (NAT);
Give the guest operating system access to the host computer’s dial-up or
external Ethernet network connection using the host's IP address.

Use host-only networking

Connect the guest operating system to a private virtual network on the host
computer.

Do not use a network connection

=

Help = Back

3S Lasie |, 1/0 controller gg5 cod ol )0
a8 SUS Next g9, pail (o oo
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select If0 Controller Types
Wihich SCSI controller type would you like to use? I}

1f0 contraller types

SCSI Controller:  Buslogic (Mot available for 64-bit guests)

Ilogic SAS (Recommendsd)

Help < Back

Select a Disk Type
What kind of disk do you want to create?

virtual disk type
() IDE
SCEl !Eemmmended)
(O sATA
Help < Back Cancel

A S Next s,




PR LR PR VEL I Y INVRC P E PR GWICRCH 4.3.;15360‘)51 43S Ol b as o)ls 0g2g 4038 d Cond (] o
ok 31 bl 035 s 9505 S, Lo 4ol Do S b ym cyntle (ol & gl 005 olrgl S a5 1, Ky oo il

Select a Disk
which disk do you want to use?

Disk,

®Create anew virtual disk
Avirtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts,

) Use an existing virtual disk
Choose this option to reuse a previously configured disk.

() use a physical disk (for advanced users)

Choaose this option to give the virtual machine direct access to a local hard
ik,

e <ok Corce

435 S (Byme el nl 4l jeang o Saws S )le asiles (oo Sbg, !
‘) J}‘ 4..4;5 J.wla ° W ‘SLal ;iwo .))Lb )‘ W o.)l.a.....;‘ p.b ).‘>‘

Allocate 4535 S5 SlawsS Gasin | g5l Siws 55la & ool sols colas! lade ol o Maximum cowd o
JLsl g 05 o 00ls Lolatsl gjlre uiile (pl 4 Coll K5 7+ slad ol JS aSl a wip |, all disk space now

wilb oo BBzl S AL S o ledblo,sd 0,5 ateie slp ep 340 T 90 aas pbxil 1) )5 cpl aS 09l 0

Specify Disk Capacity
How large do you want this disk to be?

Manimum disk size (GB): T =

Recommended size for Windows Server 2012: 60 GB

[ Alocate al disk space now.

Allocating the full capadity can enhance performance but reguires all of the
physical disk space to be avaiable right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.

() Store virtual disk as a sindle file

(®) Split virtual disk into multiple fles %

Splitting the disk makes it easier to mave the virtual machine to another
computer but may reduce performance with very large disks.

= o
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Specify Disk File
Where would you like to store the disk file?

Disk File

One disk file will be created for each 2 GB of virtual disk capacity. File names far
each file beyond the first will be automatically generated using the file name
provided here as a basis.

Bronse. ..

Help < Back Cancel

Power on this virtual 4,335 5 31 am0 oo Gioled lads a5 a5 & j90 | 00 8,5 Sledbol S caand ol 5o
SS samline JSi asile 1y (g5l uiile ol 158l e 0l e 0 SIS Customize Hardware

Ready to Create Virtual Machine

Click Finish to create the wirtual machine and start installing Windows
Server 2012 and then YMware Tools,

The virtual machine wil be created with the following settings:

Name: Server 2012 ~
Location: Cr\Jsers\Administrator\Documan ts\Vir tual Machines),..
Version: Workstation 10.0

Operating System: Windows Server 2012

Hard Disk: &0 GB, Spiit

Memory: 1024 MB

Network Adapter: NAT

Oither Devices: 2 CPU cores, CD/DVD, USB Controler, Printer, Sound,.. ¥

D Fower on this virtual machine after creation

\

< Back Finich Cancel
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Device

[ Processors 2
“yhew CO/OVD (...  Using file 1:'mecs 20 12weindows ser .

65))4Mo).u.u...\.a.:‘yw‘)uuibjmau\.ﬁwdﬂly‘SAI)WUJ‘)‘)B‘WJS‘JJGAOJELMMAS)BJQJM

Summary

Tavetwork Adapter NAT

U8 Contraler
&) s0und Card

= printer
Wpisplay

Present
Auto detact
Present
Auto detact

Memary

Spedify the amaunt of memory alocated to this virtual
machine. The memory size must be a multiple of 4 M8.

Memory for this virtual machine: 1024 -2 mB
6466
2GE
16 GB
see [ Masamum recommended memory
468 (Memory swapping may
168 occur beyond this size.)
tes M 1024 MB
s2m8
@ Recommended memory
56 MB
1024 M8
128M8
e O Guest OS recommended minimum
e 1024 MB
16 M6
BMB
4MB

Close Hep

S bl ceas IS B oS SIS Finish gy, » 9 S Close

b b g5lee itilo LS

B9 Jate g3l g ol slo aSlii 4y e slo g, b Wlg oo Gedle (pl ¢ oS 0 0l (g5l pile SO ST e

oS (o sy Ly e g,

Edit (g9, 52 9 00,5 Conly, SIS 5 IS atile 115 950 (5l edle 59, 22 3lme il sl 4 ialed (6l

A4S s virtual machine settings

[ Q

Library

il My Computer

Pl Edit View VM Tabs  Hep

0 e
%
Home £ Server 2012

i) Server 2012
-
500 MB
2
&0 GE
) Using file ..

DUSB Contrclles  Present = Virtual Machi
) Sound Card

= Printe:

W Display

erver 20712umx
machine

Caond 51090 bles aSlts calizre sl bLs | cand b oS SIS Network Adapter gg, p oo b axio 4o
o0 ST ogh o Jate lads ol jeaig aSis &5 a Lowdiine Lo (63le (il a8 )15« S Ll |, Bridged
S5 5t ool A5 SIS 1 e 23S o LIS ol aSs I8 L plKen SalS 4ot S s | S S e 43S S
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Herd) Goton

Device Surmary

[T scave

2
= Gesn soGe
CO/DVD (SATA]  Uising file L+ 'mcs201 24windons server ...

kel Fioooy Using file autainst.fe.

Fnctvork Adapter  NAT

&5 use Controler Present

) Sound Card Austo detect

i it Present

Woipiar Auto detect

Lan Segments... | | Advanced.
dc. Remor
3 Cancel Heln

IP o yol ol il a8 S IP 0 0T DHCP & jg0 4y ADSL poge G 5l ol aiio iyl 4 a5 Lol gt a8l &)1S

Al o VAYNFAN B ol &

435 Cenly G 5l T 5l o 5 @08 oo S Network Adapter sy, » oo Cam 5l oS o 0daline a5 jshilen

ol 4t b ] 4 Jlail azgie wugd 095 (5lome j900g 0ls ST 05 (o0 OK amy g S o il |, Bridged...

Hardware | Options

Device
W emaory
[ Frocessors
=iHard Disk (5CsT)
J/CD/DVD (SATA)
[ Fopy
Network Adapter
Suse controter
@) s0und Card
printer
Wipispiay

Device status

Summary
800 MB Cennectsd
2 [ Connect at power on
s0Ge >
Using fie G: windows 3 RIMWB1,AI0. Network connecton
Using fie autoinst.fip /® Brcged: Comected drecty to the physical network
i S— [#IReplicate physical network connection state
Present
Auto detect (CNAT: Used to share the host's IP address
Present ) Host-only: A private network shared with the host
Auto detect O Custom: Specific virtual network
tnetd (Auto-bridging
OLAN segment:

LAN Segments.... | | Advanced...

Add.. Remove

oK Cancel Help

Cowl 00 Jraie piwas  hol aSs 4 Bridged S5 5l eolatwl b (g5l 59009 0iS (o 0dolice o) IS 10 a5 jshailen
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Organize ~  Uisable this network device  Diagnose this connection  Kename this connection  »

twork
ntel(R) 825741

Ky Gene [ Ethernetd Status [x]

Senersl Network Connection Details

D Network Connection Detais
IPv4 Connectivity: 6 1
Property Vaive ~
1PV6 Connectivity: Campchiorsepecti DH
Meda State: Description Intel(R) 82574L Gigabt Network Conr:
Duraton: Physical Address 00-0C-23D3F9-05
Speed: DHCP Enabled Yes
Py Address 19216215
Detals... 1Pv4 Subnet Mask 2552552550
Lease Obtained Tuesday, December 10, 2013 11:15.0
Lease Expres Fiday. December 13, 2013 11:15.07 | =
Actvity IPvé Defoul Gateway ~ 192.168.1.1
{Pv4 DHCP Server 192.168.1.1
1Pv4 DNS Servers 27218127127
4224
1Pv4 WINS Server
NetBIOS over Tepp En... Yes
Linkdocal IPv6 Address  1e80:1057:c9c8.1i6a Ae2%12
IPv6 Defauk Gateway
IPyf DNS Seever
<

Titem  1item selected

IDatacenter
Build 9200

Ty 50 Bl b 355 (55lre S a5 audd o] s Gjgeo 4 093 ol Al b b wils Jed DHCP gy 51

:NAT & ,b 51 bLs |

9 oo et 45 4y 08l o VIMWATE 31 5 s o (5 me 458 15 30, 3l sl (o « L ol 5o
o bl Lol phs 9, 12 (B8 Ui D)9 ] (lome aSD S 98 Sl asm (lame (eBile S DS oS jobailen
o 3,3lg 393 Lol 59059 50 STasle oo ol 4 dslsl jo a8 asS Bas L adlol | e S &S )l asles e aidl S
aSi slo &8l 5hasl NAT 9, aS Sloy Lads (g3lme joaing 5 ol aumles aSLl SIS 90 sl Az gie Wyl )
&S oo oolaiwl (g5lxe

T Ql » Control Panel » Metwork and Internet » Network Connections » L
Organize »
- ethermnet = VMware Metwork Adapter Viinet] - VMware Network Adapter ViMnet®
L-\ 'L-..,. Unidentified network 'L. Unidentified network

- Network

NVIDIA nFarce Networking Contr... VMware Wirtual Ethernet Adapter ... VMware Virtual Ethernet Adapter ...

S (oo pldl 5 &b I NAT (g9, aSos (yols 18

9y S Cawly SIS Lol ol 51 (S AT 0418 gz g calie sl ol (g3l riile o SETHINGS Cond a4 ol o,lg (gl
Al e Settings bl 5 g5l opiile

W My Compuber

Clase Tab

Posrer

Removable Devices
Pauss

Send Crri+ Ak +Del

Graky Input

Snapshot

Captunz Screen

PAanage

Ezinstall Vidware Tools...

SEttings., — afp——
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Herdwers  options

Device Summary

-y 552ME

[ Processors 2

Sewdosc(scs)  sacE
DDVD (SATA] Aulo detect

T netork Adepter  Bridged (Automan

5 158 Contraller Present

#)3Sound Card At detect

A Printer Pressnt

Boisplay il et

Add... Remove

R
-

Cancel Hep

OK 59, 25 Sl [ NAT as 35 a0 550 amio ads jolls 5l oy
1o (55lme 450d )57 L (55lme Seaing 4B )15 cnl plonil 51
WS o0 ,l,8 5 bLI el Sas

435 g 0sS Caly AT VMINEL8 (g5lme aSis )57 15501 (59, 9 Mg Lol 53005 ,0 Network Connections sl

aS ol |, Status

E' » Control Panel ¢ Mebwork and interet b Nebwork Connechions

sabde this network device [agnose this connechon Rename this connection

View status of this connection

.: Whiware Metwark Adagter Vidnet] ‘: Vhware Metwark Adagter Vidnetd
M= Unidentified network \_E Unidentifizd network
orce Metworang Contr... H \usare Victual Ethernet Adapter Whuare| @ Disable

¥ Eridge Connections

% Fename

% FProperes

Change settings of this connechon
Statiss *—— I«“
Diagnose

Create Shortout

Delete

IP 2y auS o0 oonlice a5 jshailen 544yl Slasuie b asS SIS Details g4, » ki 5,90 amio ol jalls 5l o
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File

N

MNetwork Connection Details:

Property

Description

Physical Address
DHCF Enabled

|Pwd Address

IPw4 Subnet Mask
IPwd Default Gateway
IPw4 DNS Server
IPwd WIMNS Server

Link4ocal IPvE Address
IPwE Default Gateway
IPwE DNS Servers

Connection-specific DM...

MNetBIOS over Tepip En...

Value

VMware Vitual Ethemet Adapter for WVMm
00-50-56-C0-D0-08

MNo

192.168.191.1

255.255.255.0

Yes
fe80:c1f3:e70a:4418:518%23

fecD:0: OFfff::1%1
fecD:D: OFfff::2%1
fecO:0: 0Ffff 3%

I VMNet8 sl L Lol jgaus gilne St &5 5, 50 (g5l joaing ol a5l &)1 S o odnline a5 jglailen

S & Rk gadge (nl Cb s lpailond sbnl $98a Silre slo 4t O )5 Gl & Wil iy Jlge Lot s L

View VM Tabs

JSs asle ¢ S Sl |, Virtual Network Editor a3 5 o, Edit

< 929)
Help

Librar
Q,

=y

Cut
Copy
Paste

O Virtual Network Editor..,

Preferences...

Chrl+X
Ctrl+C
Ctrl+V

Ctrl+P

& Shared Vs

s oo plnl pols sl )l AT 12 aS ond sloml (3le ASed IS ¥ amio ) )3 0 e sanlin a5 jslailen

e 5l 4 5 pl aS gl oo Az gie 9SS T (65, STanS e dalive end yo a5 VMNELO oL L aSits &l8
pll 1) alises Sleudas 0ily o VMNet Information cuwd jo.cwl bls )l jo Lol aSs &5 b 4 004 Bridged

WX

u)ls Br|dged to @5*5@(59))4&...1514..\...'\9;saa.:..fksooamldi.mu)lfgo)l OPWLQB))J..\JLMJ

Ao 8 Automatic asul b oS obsasl | i 5,90 4l




Wiy ly ) Cend S5 ST Wi oo Jled o] slo a5 NAT Cbesl 5l o ¢ ouols zdgs a5 ail (o NAT  som a5
lasnlypgoanss S STeasS 0,18, blijllad gilxe cpile 210 50 0uls sl (g5l aSiils )57 L oSl (0]
DHCP m)\bgdﬂjé)‘j ‘) 09}41».“40»)\51 o)l.o..f.»v m)\) JH‘BJGAAS;.\JGAO&LL.M‘ DHCP u*‘-‘ﬁ)""")‘ C_'))ls

¢y disle 0uS @udais |y DHCP s g, auilss o SELLINGS

Name Type External Connection Host Connection  DHCP Subnet Address
VMnetd  Bridged  Auto-bridging - - -
YMnet1 Host-only - Connected Enabled 192.168.125.0
VMnets  NAT NAT Connected Enabled  192.168.191.0

Add Network... | | Remove Network
Mnet Information

®) Bridged (connect VMs directly to the external network)
Bridged to: | Automatic v

) NAT (shared host's IP address with ¥Ms)

) Host-only (connect ¥Ms intemally in a private network)

Use local DHCP service to distribute TP address to VMs Dt I
Name Type External Connection Host Connection DHCP Shi‘\u Address
VMnetD Bridged Auto-bridging - - -
VMnet1 Host-only - Connected Enabled 192.168,125.0
Restore Default oK Cancel Help WMnet3  NAT NAT Connected Enabled  192.168.191.0

Add Network... Remove Netwark

VMnet Information
") Bridged (connect VMs directly to the external network)

Bridged to: Automatic
®) NAT (shared host's IP address with VMs) MAT Setiings... ‘

_) Host-only (connect VWMs internally in a private network)

[ 9] connect & host virtusl adapter to this network ]1
Host virtual adapter name: YMware Network Adapter VMnetd \ 4
| [+] Use local DHCP service to distribute [P address to VMs | 2 DHCP Settings. .

| Subnet IP: 192.168.191. 0 | Subnetmask: | 255.255.255. 0 ‘ B

Restore Default oK Cancel App Help

ol 5l salesy CodS SO ST s atiig |y b CaoMS 4 pols plais sl eyl GLL g ol £9 50 G oleds Coand 4o
Lease b wSlas gLease o8 i Hloy ¥ Ceond 10 55,5 o 1P oy 4, VAV NPAN DN NYA 510, S 1P asCs
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o 25l 4y Jlasl Sl 5 0,8 o S pso (silme S 55 (s Jaid Bl ) iy S Wil |, VMInetl a5 81
O bLs | sy el (5l aSh 95 o b3l Laiid a5 15,5 Gl |, HOST-ONLY an 38 oS asg5 S5 4y 31
<yl Host (0,5 Share bl oS bl | NAT cawnd 51 g5lre cpile a5l &,)l5° L VMNetl g5l 4o
S o 03liid DHCP gy I NAT atile o a5 ol - 995 oo Joaie

Metworle: wmnets
Subnet Ir: 192.168.191.0
Subnet mask: 255,255.255.0

StartIP address: | FEH. 165 . 191 . 125 |

End IP address: 192,168 . 191 . 254

Broadcast address: 192,168, 191,255

Days: : Minutes:
Default lease time: |0 = 30

Max lzase time: 0 0

Name Type External Connection Host Connection DHCP Subnet Address
VMnetd Bridged Auto-bridging - - .

VMnetl  Host-only - Connected Enabled  192.168.125.0
WMnetd MNAT NAT Connected Enabled 192.168.191.0

v

Add Network... | | Remove Network
VMnet Information
(_)Bridged (connect ¥Ms directly to the external network)

Bridoged to: Automatic Automatic Settings.

(_)NAT (shared host's IP address with VMs)
(@) Host-only (connect YMs internally in a private network) t_

|| Connect a host virtual adapter to this network
Host virtual adapter name: YMware Metwork Adapter YMnet1
[¥]Use local DHCP service to distribute IP address to VMs DHCP Settings..,

Subnet IP: 192 .168 .125. 0 | Subnetmask: 255.255.255. 0

Restore Default OK Cancel Apol Help

s S5V e 5l g 0 SUSAD Network s, 5 955 Lol mimams 65, 1 63l a5 &, 0,5 ablal gl
Slml o (516 Y (58 iy ©jp0 445 035 sl il (g0 a0 D) Y+ 1581 05 cnl jo U5 50 S Ol (S
IRVELIPOLEST IR RFCIU-% S gy e SRCH DAL R VG SRR UG g P I IRV P2
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MName Type External Connection Host Connection DHCP Subnet Address
VMnetd Bridged Auto-bridging - -
WMneti Hostonly - Connected Enabled 192.168. 125.0
WMnet8  NAT NAT Connected Enabled  192.168,181.0

Add Network... | | Remove Network
VMnet Information
() Bridged (connect VMs directly to the external network)
Bridged to: Automatic Automa

(®) NAT (shared host's IP address with VMs) MAT Settings...

st-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: VMware Network Adapter VMnets
(] Use local DHCP service to distribute IP address to YMs DHCP Settings. ..

Subnet IP: 192,168 . 191, 0 | Subnetmask: 255 .255.255. O

Restore Default oK Cancel Apply Help

Rl 90,10 975 Caond (pl 10 AISS G ¢ 120,8 ABlol e 4 |, VMINES oS &5 0iS o ovlie a5 jshilen
axgile Ay jloin &I 093 i Network Connections o 51 asas asil sl g 0,5 0K 5l ams .5 )8 >

sy asbe ol oads adlol cnd 4y (gile AL D) pl AT Wl oo

Mame  Type External Connection HostConnection  DHCP  Subnet Address

WMnetd  Bridged  Auto-bridging - - -

WMnetl  Hostonly - Connected Enabled  192.168,125.0

VMnets  NAT NAT Connected Ensbled  192.168,191.0

WMnetS Hostonly - Connected Enabled 152.168.183.0
AddNetwork... | | Remove Network

VMnet Information
) Bridged (connect VMs directly to the external network)

Bridged to: Automatic Automatic Settings

() NAT (shared host's IP address with VMs) AT S

®) Host-orly (connect VMs intemally in  private netwark)

[ Connect a host virtual adanter to this network
Host virtual adapter name: VMware Network Adapter VMnetS
[w] Use local DHCP service to distribute 1P address to VMs DHCP Settings...

Subnet IP: 192,168 .183. 0 | Subnetmask: | 255.255.255. 0

Restore Default oK Cancel Apply Help

Lo om0 jud g (ool 4t &,15 b awmo 1,3 Bridged (g9, » 1,y 095 (63le (il a5l &)15° ST S & j500
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0 g lio b (bl ) s g wiS o j1)8 50 bl g3lre aSll OIS L Lakd a0l

T “;' » Control Panel » Metwork and Internet » Metwork Connections »

Organize »
— ethernet — VMware Metwork Adapter VMnet1 — Viware MNetwork Adapter Vinet3 — Viware Metwork Adapter VMnet8
t--! Metwork L-_! Unidentified network L-.EA Unidentified network L-.!A Unidentified network
@~ NVIDIA nForce Networking Cortr... @~ VMware Virtuzl Ethernet Adapter ... W~ VMware Virtual Ethernet Adapter ... W~ VMware Virtual Ethernet Adapter ...

“~

S5 a5 el odgnry DHCP (guis S0 5 ccai ogon b olisl cogs g ayais LaT DHCP I 095 b (890> b Loty Yl
Add s o 00ls iales pimsms s g, oley ,o 45 SEIVEr Manager o = s, 5.0, sl ool Jlows dwg
a5 s Domain <span s,se ;o cledbl g w Ko Lo 5l .o ol 1, DHCP Server role 4 oo 5 Gl 1, Role
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5500 Slenlati (6w ST g 5 b o4 eolinn] DHCPVG 51 LT a5 oS

L1, RO as ol el 200 0,15 |, DHCP g DNS Active Directory ;i sslieul aas 995 aSiis ,o 51 g5

o 90 6,555 pls 95T i ol w0 JelS O g0 4 ceas 3, cnl ) 0 ceai Loy ACtive Directory
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DHCP Server s s,0> Scope csle
D9 o 03uels SCOPE 55, il ouiS oo Dbl | aSits sl o 0590 (w0l @5, wa> SCOPE <SpaN G sl b

bl gl il oo wyiws ;0 DHCP ¢y e JgusS 525k 5l 02 5 cas ylo) 50 o ua> SCOPE sl (s 0,2
S b1y b3 ol canl o wa> SCOPE
25 =1 Administrator Tools v sl sgie 3|, DHCP ¢o pow JousS )

S ol 1, New Scope <pan g oS SIS cul, co oo 930 5l DHCP jg00 65, Y
S SIS NeXt auss (g5, 098 o0 obleai o> SCOPE sl o> X
oS SIS Next (g4, 5 oS bl sgs DHCP 6l b G am amio o o F
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New Scope Wizard

IP Address Range
You define the scope address range by identfying a set of consecutive IP
addresses

Enter the range of addresses that the scope distributes.

Start IP address: I
End IP address: I

A subnet mask defines how many bits of an IP address to use for the network/subnet
|Ds and how many bits to use for the host ID. You can specffy the subnet mask by
length or as an IP address.

Length: 0o =

e

SIS 4 Ko aS (g 9k s aums 18 sl 1y o IP 5l cam ead i g5 (6 00gamme ol e les F
Algl geazao pl o el Ve Ve Ve Ve BV e N Y Ll ol gy e lgie a4y 0gid eols olais]
IRVEX I PE IS | P RS R R A i R R KN R TR o g e

New Scope Wizard

Add Exclusions
Exclusions are addresses or a range of addresses that are not distrbuted by the
server

Type the IP addrass range that you want to exclude. f you want to axclude a single
addrass, type an address in Start IP address only.

Start IP address: End IP address:

Excluded address range:

< Back Next > Cancel |

Aled a1y ool sl o)la fley s wilys oo Lease Duration axas o v
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New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an P address from this
scope

Lease durations should typically be aqual to the average time the computeris
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations. longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limged to:
Days Hours: Minutes:

FAF 2P

<Back Next > Cancel |

Default Jio slebas acws hle LT a5 595 oo Jlsw Leis 51 Configure DHCP Options axis o

U

"Yes, Twant au;3 b .coai jl an b ases sl 95T oo 1, gateways, DNS server and WINS
o |, NEXE ol oS o plaS 58 (55, b oS 0 il 1, tO coNfigure these options now,"

P9 S Ao &

New Scope Wizard

Configure DHCP Options
You have to configure the most common DHCP options before clients can use the
scope.

‘When clients obtain an address, they are given DHCP options such as the IP
addresses of routers [default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and override settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

% ¥es, | want to configure these options now

" No, | will configure these options later

< Back I Nest > I Cancel I

L s ROUter I e 5 aslys oo Lot il 095 oo oLl ROUter (Default Gateway) axao

20 500, adlal ) L5 5500 wyol auily o A oS 5l soliinl b oS Lasin |, 045 aSs sla Gateway

81

S SIS NeXt 6o, 415 LU 5l am oS B 1, T RemMOove o5 b 5ls & 50

A




Router (Default Gateway)
You can specffy the routers, or default gateways. to be distributed by this scope

To add an IP addrass for a router used by chants, enter the addrass below.
IP address:

[—I—_— Add

< Back Next > Cancel |

oo S oo oanlive poai 10 45 o8 sles 058 o oLl DOMain Name and DNS Servers axio .\ -

New Scope Wizard 3

Domain Name and DNS Servers
The Domain Name System (DNS) maps and transiates domain names used by
clients on your network

You can spacify the parent domain you want the ciant computers on your network to usa for

DNS name resolution

Parent domain: ||

To configure scope clients to use DNS servers on your network, enter the IP addresses for those
servers.

Server name: IP address:

A A
riele]

< Back Next > Cancel |

@ aS ) 095 olojlo slo 9, WINS wllg o lad amio opl )0 098 o bls WINS Server axis )
S S NEXE g9, LU 5l am ausS o)lg 1) 995 ools olais] cawl oo bo caudS
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New Scope Wizard

WINS Servers
Computers running Windows can use WINS servers to convert NetBIOS computer
ﬁa ast |

Entering sarver |P addresses here enables Windows clients to query WINS befors they use
broadcasts to register and resolve NetBIOS names.

Server name: IP address:

| | __’A
‘ i |

To change this behavior for Windows DHCP ciants modify option 046, WINS/NBT Node
Type. in Scope Options.

< Back Next > Cancel

DHCP g, a5 Active |, SCope o Las (85 095 oo obles SCOPE (5o Jlad amio ploxl jo N Y

g (o0 Jld
New Scope Wizard

Activate Scope
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

% ¥es, | want to activate this scope nowt

" No, | will activate this scope later

< Back I Next > I Cancel |

S pde Jos dix JguiS ol 5o .08 |,>1 Administrator Tools<pan ;i1, DHCP JgusS aslys oo cuas 5l o
SCHSXIPON PP E N RPN [E K 1 PURVENSPNES JVE P JK RS
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« Dashboard

0 Local Server

ii All Servers

¥§ File and Storage Services P
o 1s

WHAT'S NEW

Search

Everywhere

fanager
anagement Studio

Configuration

Server Manager

WELCOME TO SERVER MANAGER

LEARN MORE

ROLES AND SERVER GROUPS
Roles:2 | Server groups: 1

| Servers totak: 1

DNS

b 1, Server Manager o Le joaiss (socins (e dnz )0 Eors sy

Manage  Tools

| Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

o Configure this lof__ | server Manager Properties
J

Hide
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Add Roles and Features Wizard -

"f‘ R g DESTINATION SERVER
Before you begin WIN-DSUVOGQICE

e This wizard helps you install roles, role services, or features. You determine which roles, role services, or

features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website

To remove roles, role services, or features:
Start the Rem

»ve Roles ai atures W

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

Cancel

S S Next s aeSs (59, » 3 0S ol |, Role-based or feature-based installation ¢ 435

=) ‘Add Roles and Features Wizard -

DESTINATION SERVER
N-DSUVDX

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

Cancel

< Previous || [ Next=

Sl ) gyl 59w ¢ 39240 (6B 9w Cend 5l g 0 WLl |, Select a server from the server pool s as 35

S S Next s 4aSs (g5, g 0usS

I Add Roles and Features Wizard -
~ . DESTINATION SERVER
Select destination server e

Selact a server or a virtual hard disk on which to install roles and features.

Select a server from the server pool
Select a virtual hard disk

Server Pool

Fitter: |

Microsoft Windows Server 201.

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.
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Add Roles and Features Wizard

les

Select one or more roles to install on the selected server.

Roles.

[[] Active Directory Certificate Services

[ Active Directory Domain Services

Federation Services

[ Active Directory
[] Active Directory Lightweight Directory Services
[] Active Directory Rights Man:
[ Application Server

[] DHCP Server

ement Services

[ Fax Server

[H] File and Storage Services (1 of 12 installed)
[ Hyper-V

[ Metwork Policy and Access Services

[] Print and Document Services

[] Remote Access

[ Remote Desktop Services

Add Roles and Features Wizard

I, DNS Server s 4u 35 59590 SUISKl o

=1 -

DESTINATIGN SERVER
WIN-D5UVDOQIDCE

Description

Domain Name System (DNS) Server
provides name resolution for TCP/IP
networks. DNS Server is easier to
manage when it is installed on the
same server as Active Directory
Domain Serv you select the
Active Directory Domain Services
role, you can install and configure
DNS Server and Active Directory
Domain Services to work together.

S SUUS T Next s aaSs 5 asS SIS Add Features s aeSs (g9, 5 oo b 6 0,

[N

erver Rok

=l

Add Roles and Features Wizard

Add features that are required for DNS Server?

The following tocls are required to manage this feature, but do not

have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools
[T DNS Server Tools

Include management toals (if applicable)

INATION R
- WIN-DSUVDOQIDCE

X

ion

Name System (DNS) Server
name resolution for TCP/IP
k. DNS Server is easier to
when it is installed on the
er as Active Directory
Services. If you select the

ctory Domain Services
can install and configure
ver and Active Directory

Services to work together

S SUUS Next s aaSs (59,
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Add Roles and Features Wizard -

WIN-DSUVDOQIDER

Select one or more features to install on the selected server.

Features Description

[] Windows Identity Foundation 3.5
[] Windows Intemal Database
[B] Windows PowerShell (3 of 5 installed)

~ NET Framework 3.5 combines the
r of the .NET Framework 2.0
with new technologies for
building applications that offer
appealing user interfaces, protect
your customers’ personal identity
[ Windows Search Service information, enable seamless and
£ Windows Server Backup secure communication, and provide

the ability to model a range of
[] Windows Server Migration Tools business processes

[] Windews Standards-Based Storage Management
[] Windews TIFF IFilter

[] WinRM IIS Extension

[] WINS Server

[] Wireless LAN Service

v oW64 S

[] XPS Viewer

S5 Install s aaSs g9, » 9 05 S5 Restart the destination server automatically if required ¢ a0 35
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Add Roles and Features Wizard -

DESTINATION SE!
WIN-DSUVDOQIDCE

To install the following roles, role services, or features on selected server, click Install.

Restart the destination server automatically if required

Optional features (such as administration tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional
their check boxes.

eatures, click Previous to dlear

DNS Server

Remote Server Administration Tools

Role Administration Tools
DNS Server Tools

S S Close (s asSs s, 5




Add Roles and Features Wizard \;Ii-

el

nstallation pro e DESTINATION SERVER
nstallation pt ogress WIN-DSUVDOQIDCE

View instzllation progress

o Feature installation

succeeded on WIN-DSUVDOQIDCS

DNS Server
Remote Server Administration Tools
Rele Administration Tools

DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

& asls ST Jlis jobo s ouans J13 4T g, 21, bog> sla Name Server b oy ls 5Ls aals o 4 Lot £g,0 51 8

Olse 4 1, nS2.mycompany.com s ns1.mycompany.com 4 ,ls auad ail L 4 3lse mycompany.com
ROV XY uL’J"""‘“' a9 ﬂ,.u.f S QLcoj:'- DNS Serveru,,)oi

2\6435.;

@ b ogis <y o5 DNS Server G g5, » b (6,550 5 a4l 12 Jio o0 COMPANY.COM (5 dials 355 a5 3uS &dd
DNS 5, » ol oai |, mycompany.com g axals &8l jo .ol Lo a8 jg s ailgs sod jgym cpl 0uS 0 Lol Lo jg
0S5 owets o]l Name Server .ol olgie 40 1, NS1.mycompany.com sl am § oS i a5 lesgs-Server
Sl o @l oyol 5 0S|, mycompany.com s aels oy s auad auS (5,8 .ol ooles jlws oo cdbas ol Lo
5,8 13 nsl.mycompany.com .ol g, » asls (ol Name Server a5 o ;S35 aia ;) slo jgm 0 .08 log
5955 U= 6lp bl e )l caws & |, Name Server _ 616 oS > |, nsl.mycompany.com wb lasl ol o

. 05 > |, mycompany.com s,tnsl.mycompany.com

sinds TUCOWS e piire aials 5 0ied gy 5l (B 50 0idows 1,8 Lo Lasl o jelaie opl sl 1, Entry DNS
¢ S ed ogeatte dS o410 g4

Name Server <G s, » amls (5,105 4 53k 450 § 0sS o)1y Lewdies oo |, Name Server ol oily o g
ORI A
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G ab L g A g5 515,65, 55 0 e oolitul( I Name Server s, » amls 6,l%) Jsl el 51 a8 590 5o
eps gl )l ol o1 9, » DNS Server gjlasl ol ) auad a5 (bogs b 9, a0 1) sl g 0sS slwl NS2 4nsl

IYLngS.S

S opl o e sla ol b lyome (SO 58 59,0 98 S3,y 2 9 132me Name Sevre g0 Blas a0 5L o lasbiw] & )90 4
Cow uLcs)P L.;"'é)ﬁ)”" SS9y 2 ‘) ns2 9 nsl w)oj 9o p.’)‘».b )La.a}‘ 90 Yl g ASJ Lo ASL,’_:L?UT )‘ Lol el »))‘JJ[MJ‘
oS (o0

&3k S e eolaiul(mycompany.com) s 50 ZONE (5,l0gSs cuq < Name Server 5l aS g ;o ia>g

s Website Panel Ssls 4 ¢youm, b coond ol Slosais alosl 4

9 mal ools plxl pa |, T DNS wledais 5wl 00,5 (5,10, |, mycompany.com s awls a5 cpl (6,8 L Jb> 0 &
oS (o0 E90% 5, )1 St Jate Lo gy ol o

S S8 g o 5l wiS ol g, DNS e Soaig (s (6 a0

a5 5 oS S el Forward Lookup Zone (s aig 55y » a5 9550 ygm sl asls 13 5l oo 5L (6 0, o

.S s’ 1, New Zone s

DNS Manager - [ ==

File  Acti

Y igs

£ DNs _

4§ WIN-D5UVDOQIDCE o Add a New Zone
b [ Global Logs =

Forward Lookup Z:

| Forward Lookup Zoney rﬁem(DNS]al\nwsaDNSnamEspa:E(uhadw\dadmtnzunes.Ea(HmnE
b ,$mvs:_uakup1ana ew Zone, t one or more cont DNS §
b [ Trust Points =

>
b (] Conditional Forwarder, the Action menu, click New Zone.
Refresh

Help

Create a new zone.

..\ﬂ.;S»_i:.lfNeXt(_ga\ASo‘_gj)).go.\ﬁ)'lg(_gom)o

New Zone Wizard -

Welcome to the New Zone
Wizard

8l

This wizard helps you create & new zone for your DNS
server.

A W 1
A

A zone translates DNS names to related data, such as IP
addresses or network services,

To continue, dick Next.
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S SUUS Next 6 aaSs (g9, p g 0usS ol |, Primary zone ¢ a5

New Zone Wizard -
Zoe Type =
The DNS server supparts various types of zones and storage. q
&

Select the type of zone you want to create:

@) Primary zone
Creates a copy of a zone that can be updated directly on this server.

7 Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fauilt tolerance.
() Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(S0A), and possibly glus Host (A) records. A server containing a stub zone is ot
authoritative for that zone.

[ <ok [ nexts ]| [ concd

Next s aaSs 59, » g 0usS o)lg |, (Mycompany.com)Mie bogs a5 0,90 (¢ ateld sl Zone name cwod o

New Zone Wizard -
Zone Name = ]
What s the name of the new zone? ’q
&>

The zane name specfies the partion of the DN namespace for which this server is
authoritative. It might be your organization's demain name (For example, microsaft.com)
or a partion of the domain name (for example, newzone.miarosoft.com). The zone name is
not the name of the DNS server,

Zone name:

([myeompary.cort \ ‘

<ok |[ vtz || [ coned

S SUUST T Next g asSs g awaas 18 55 S sillas |, Sledass

New Zone Wizard -
Zone File I; »
‘You can create a new zone file or use a file copied from another DNS server. E
L

Do you want to create a new zone file or use an existing file that you have copied
from another DNS server?

(®) Create a new file with this file name:

mycompany . com.dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
%S ystemRoot¥\system32\dns on this server, and then dick Next.

< Back ||| Next > ”‘ Cancel

S S Next s aeSs g9, 2 g oS bkl |, Do not allow dynamic updates s as ;S
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New Zone Wizard -

You can specify that this DNS zone accepts secure, nonsecure, or no dynamic

Dynamic Update l—;'
updates. ! b

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

Al or Active

This option is available only for Active Directory-integrated zones.
() Allow both nensecure and secure dynamic updates

Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone, You must update
these records manually.

< Back |” Next = || Cancel

.08 SJS Finish g aeSs S92

New Zone Wizard -

Completing the New Zone Wizard

|

‘fou have successfully completed the Mew Zone Wizard. You
specified the following settings:

A 1
A

Name:  mycompany.com
Type: Standard Primary
Lookup type: Forward

File name:

mycompany.com. dns

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To close this wizard and create the new zone, dlick Finish.

< Back |” Finish | ‘ Cancel

e L5 5 50 ZONE KailS 4 o Yl

S SIS 1) Properties s an S g oS cwl, SUUS (mycompany.com)bxol o L 5,90 ZONE (gg,

DNS Manager - | o [
File Action View Help

= XE = H=E §EE

2 DNs

3
3
3

4§ WIN-D3UVDOQIDCE
b (] Global Logs

| Forward Lookup Zones
- mycompany.com
Reverse Lookup Zone|
Trust Points
Conditional Forwarde

Opensthe dialog box

Name

Type

Dat

] (same as parent folder)

(same as parent folder)

Start of Authority (SOR) (1], win-dSuvdogides., ho.

Neme Server (NS} win-dSuvdogides.

Update Server Data File

Reload

New Host (A or AAAA).

New Alias (CNAME)..

New Mail Exchanger (MX)..

New Dormain...

New Delegation.

Other New Records..

DNSSEC »
Al Tasks b
View »
Delete

Refresh

Export List

Properties

Help ——




S 465D (53, p e 9 IS BA> 1) 5,8 o sle Name Server 4 o5, Name Servers s 4 ool 5L (s 0,0 5o

oS SUSAdd
mycompany.com Properties I;-

General Start of Authority (SOA)
Name Servers WINS Zone Transfers

To add name servers to the list, dick Add.

Name servers:

Server Fully Qualified Domain Name (FQDN) IP Address
win-d5uvdogidcs. Unknown

add.. || Edt.. ||| Remove |

* represents an IP address retrieved as the result of a DNS query and
may not represent actual records stored on this server.

Iy sy 2 & Hshiea g (NS1.mycompany.com) Jle jsb 4 o Bogs 4l 5,50 DNS sl ol ool 5L (5 0, 5o
S S 5, OK (5 aeSs g asS o)ls o

New Name Server Record -

Enter a server name and one or more IP addresses. Both are required to identify the name server,

Server fuly qualified domain name (FQDN):

[ ns1.mycompany.com | [ Resove

IP Addresses of this NS record:

TP Address Validated
[Click here to add an IP Address>]
@ 152.168.15.16 oK

2,8 Sl ool g0 Lo il o
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mycompany.com Properties _

General Start of Authority (SOA)
Name Servers WINS Zone Transfers

To add name servers to the list, dick Add.

Mame servers:

Server Fully Qualified Domain Name (FQDM) IP Address

ns1.mycompany.com. [192.168. 16. 16]

NS 2. Mycompany. com. [192.168. 16.16]
Add... ‘ | Edit... | | Remove

= represents an IP address retrieved as the result of a DNS query and
may not represent actual records stored on this server,

[o]'4 | | Cancel ‘ | Apply | | Help

IS @ 1) et Jad 5o\l Serial number cwd o 5 oss s Start of Authority (SOA) s (g5, Y=
ob 4 et ) laie NN 5 6ode 55,DD «sodbo oMM cs5¥he Jlo YYYY Lyl o 058" o,lsYYYYMMDDNN
Primary server coud ;s .aueas |13 Y-V F-0YY -\ L |, Serial number jlais g ©07/05/2016 &, Jke

WS s ol jgym laie 4 1) Log> sle Name Server 1 S

S SAS OK (6 4aSs (59, g 0usS oulas S Bollas o 1) 5,90 iy

mycompany.com Properties lL-

MName Servers WINS Zone Transfers
General Start of Autherity (S0A)

Serial number:
[ 2014053101 | [ tnarement |

Primary server:

‘nsl.mycompany.com H Browse... ‘

Responsible person:

‘hosunasber‘mycompany.com H Browse... ‘

Expires after:

Minimum (default) TTL:

TTL for this record: [0 L) (DDDDD:HH.MM. 55)

| oK | | Cancel | ‘ Apply ‘ ‘ Help ‘
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SQL Server 2005 Add
SQL Server 2008 Add
SQL Server 2012 Add

SQL Server

Microsoft SQL Server 2012
MySQL 4 Add
MySQL S Add
SharePoint Add
Hosted SharePoint Add
Hosted CRM Add
Hosted CRM 2013 Add
DS Add
Statistics Add
Virtual Private Servers Add
Virtual Private Servers Add
for Private Cloud
BlackBerry aAdd
Nffice Communications Add

Add s asSs (55, 5 a5 sl | Microsoft DNS Server 2012 ¢ 4055 o948 Cad 5l oo 5L (g amio o
oS SUsService

serveradmin ) Servers

serveradmin
a Add New Service
=ty
My Server
Service group name: DS
Service name: DNS
Service provider: Microsoft DNS Server 2012+ v
<Select Provider>
ISC BIND 8 x - 9.x
Microsoft DNS Sarver
B Microsoft DNS Server 2012+
ettica DN

PowerDNS
Powered by WebsitePanel. Copyright @ 20126 §iplsDNS Plus 4.x

SimpleDNS Plus 5.x




S S Update s asSs g, 5 deds 513 5 UK b illae |y Slaglass onds 5l 45 gl amio 4

Service Settings
Listering [P Adcresses: EX AR ®
192 168 78 19 v || Add
Allow Zone Transfers: type IP of
secondary DNS Server h
4
Olves
Refresh Interval: 1 Hours [+
Retry Interval: 10 Minutes |
Expire Limit: 14 |[Days |v
Minimum TTL 1 Days |v
Secondary DNS Servi <)
~] [add
Name Sen
add
Primary Name Server: | [ns1_mycompany_com (%)
Secondary Name Server: | |ns2| mycompany.com (]
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Top Level Domain .com .edu .org .net .ir .gov .mil .int

Second Level Domain @ @ @ @ @ @

Subdomain @ @
Host Name @

$

e.g. http://eng.ut.ac.ir
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‘File Action View Help
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: Active Directory Users and Comput | Name [ Type ] Description |
& [ Saved Queries —mminisuator User Built-in account for admini...
B & itpro.local 52, Allowed ROD... Security Group ... Members in this group can...
B[] Builtin 5‘3, Cert Publishers  Security Group ...  Members of this group are...
B | Computers S{Denled ROD... Security Group ... Members in this group can...
[ﬂ <. Domain Controllers %DnsAdmlns Security Group ...  DNS Administrators Group
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%Domain Cont... Security Group ... All domain controllers in th...
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i{Schema Admins Security Group ... Designated administrators...
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B ] Saved Queries %, Administrator ~ User Built-in account for admini...

Bl &4 itpro.local SﬂAIIowed ROD... Security Group ... Members in this group can...
| Builtin 3?, Cert Publishers  Security Group ...  Members of this group are...
_| Computers
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2, DnsAdmins Security Group ... DNS Administrators Group
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Domain Controllers
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e M; i N
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39290 Camad 3l 9 08 Sl |, Add Remove Snap In a5 File g4 5,k 5l 0w 5L (JB JouiS amin
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Add Roles = Active Directory Domain Services - Next = Install

Select one or more roles to install on this server.
Rokes:

Description:

Active Directory Domain Services
Confirmation

Progress

Results

Start - Run - dcpromo-2

S ceas [y depromo ol jo o WintR oS 5 ouds) oS 5L 1, Run 5 asg, Start a4 cuas 51 e
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Active Directory Certifical
[Active Directory Domain &

| Active Directory Federation Services

| Active Directory Lightweight Directory Services ngbwork admimstralors_. AD D5 uses
Active Directory Rights Management Services domain controllers to give nebwork
. users access to permitted resources
Application Serv
catan Senver anywhere on the network through &
DHCP Server singlelogon process.
L_| DNS Server
| Fax Serves
File Services
Hyper-¥
Metwork Policy and Access Services
Ll Print and Document Services
| Remaote Desktop Services

Wb Server (I15)
Windows Deployment Services
Windows Server Update Services

Active Directory Dogmain Sarvices (AD
D) stores information sbout objects
on the network and makes this
information available to users and

T [ =

Error Aministrator-3




@ Active Directory Domain Services Install: |

@W% The local Administrator account becomes the domain Administrator
'8-' account when you create a new domain. The new domain cannot
—  be created because the local Administrator account password does
not meet requirements.

Currently, the local Administrator password is blank, which might
lead to security issues. We recommend that you press
Ctrl+Alt4Delete, use the net user command-ine tool, or use Local
Users and Groups to set a strong password for the local
Administrator account before you create the new domain.,

Switch User > Administrator-4
g )y a4 @dMINISTrator ;s b aS oSS (ogel,d b asad axloe YU (gzen olas L

5- Active Directory Domain Services Installation Wizard ->Next - Operating System
Compatibility > Next

S b i (e 85 4SS plea | ol
6- Choose a Deployment Configuration:

Existing Forest

Create a New Domain in a New Forest:

coosle o forest G jo wuz els S euleE o a5 Sl sy

7- Name the Forest Root Domain = Full Qualified Domain Name (FQDN) - Example:
google.com

Set Forest Functional Level-8
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s | A5 o 4 4 wies Active Directory Sllee sloos g s S5g ool iy 5 5 sFunctional Level
2l8 Sl oas (5lwosly Jole s 5l asend 1 Coi a5 DC (sl lofng (ol 5 g o a2l j55m 5509 Jole
5l %% a> gk Forest s Domain ghaw ;o DC o7 a5 0iS cpns sl oo DC oSG o plfin Lo .aiiS oo

.a5 sSFunctional Level

Functional !> b a5 aziwe Jls Forest s Domain zlaw ;o ol sle DCas s ls cosnl Ll ol 51 g5.550 (]
omaib jisu g0 ,o. Functional Level sl S0 L bLs )l 5,18, 5 clby o plosil gl cslisLevel
PO g0

et i o B DOmain & s a5 Active Directory ;I _ls S5 5-Domain Functional Level: il
LS oo (et 28l Jled Domain ;o DC lsie 4 wilgs so a5 5 9009 5l (slaseud (rizan 5 00,5

03,5 atine dliwd s 8 FOrest < ;o 45 Active Directory ;I s 53 5-Forest Functional Level: o
P (o0 e 20l Jld Forest 1o DC plsie ay wilgi oo oS j5m 90 5l sladinsd (izmon

131 a5,Le Windows Server 2008 R2 i Functional Level ;1 _lease.s Ll

Windows 2000

Windows 2003

Windows 2008

Windows 2008 R2

9SS s g, Functional Level alys o Les a5 5,15 959 slal> 0 Active Directory sjlalel, 5 coas p5a 5o
3,5 Cyens lg5 o ROOt Domain s jle 4 L DC 4l (s5lailel, o\l 4o Ls | Forest Functional Level
i o 505,85 (g5lailel, slaels Windows Server 2008 R2 ;o Lo auS (6,8 T Clas 'l (68,0, pgoio Ll
&lp et cdl> ol o koo, Ll Forest g Domain 1, 1, ¥+ - YWindows as.; Functional Level .
Windows asus ;1 Jole giaas a5 15 (5 5 900lS ailgs o Additional L ¢ Child & js0 4 555 DC jo 0 S adlS|
Sl Sl s ol o (5,8 4 Windows 2003, 2008 , 2008 R2, 2012) _x) asS bl el aay 42003
Functional Level glas slig L osS adlol aals ol & DC gz 4 1, Windows 2000 Jule gias b (55 gualS
oLl |, Windows 2008 R2 as.s Functional Level (e p5a ;o lail jo STosS (5,8 Jlb ol awnlys g,
aslsl 543 asals 4 1, Windows server 2012, Windows 2008 R2 Jule wiwws b DC 31 aslgs o b ol 00,5
VLY

B ol s o 4 Lol 0l yds VL aSeud G 4 ylg5 0 ol 5 es |, Functional Level oal asls ol o
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Windows 2003
Native FOREST

9-Additional Domain Controller Options - Gelobal Catalog:

Sl ol «FolblS gy < S oo w03 1y 5l 5 bl b ity aslen mulie 28l el (6,935l 95T
wlie 53L sl (6,555 s 50351 15 45 Zewl sy yor GloObal Catalog ol it 1o pgas 15 comels o 5l slony ;5 5
L9 oo oolaiul

b oo o o JKi SO0 093 g bl pgas j0 sloads Lk ;5 Sledbl a5 ol wledlb! 555 - ,Lil SGlobal Catalog
atle wax (Forest) JSo o J oS uals sl g9, Global Catalog 2,8 i &j50 a0 09d oo Jolis 1y (el
S SO o 090 0 aa5Global Catalog Server wal assls |18 o1 g9, Sledbl Ll ol a5 6 ) a8 uals 098 o
5,5 »las Global Catalog Server ;lgie as 1) 558 cusls yo )lg5 o

S92 as Dledbl (5le ylued ,o ISine e o ooliiul Replication ,s Multi Master .l 5l as ol ;|

ol g pb aiiler 005 o )18 sinz 950 yiinn a5 Cawl SleMbl ool i35 Sledlbl cpl (58 i O g0 4 0wl Salss
ylbg 5l (S o atiS a5 jebyles sl oo (ure Active Directory Schema jo wlis opl.ol,)l5 Solgls

oy 5 iz Syl s Sledbl a8 T el SleMbl (18l g g Sl 40,51 o2l 5Global Catalog

e e VI - 7pw R DRSSV NP ESE TP L PUPESN PR VNGO
Error ip-10

@ Static IP assignment X|

l\\!j’] This computer has dynamically assigned IP address(es)

This computer has at least one physical network adapter that does not have static IP address(es)
assigned to its IP Properties, If both IPv4 and IPv6 are enabled for a network adapter, both IPv4 and
IPv6 static IP addresses should be assigned to both IPv4 and IPvE Properties of the physical netwaork
adapter. Such static IP address(es) assignment should be done to all the physical network adapters for
reliable Domain Name System (DMS) operation.

Do you want to continue without assigning static IP address{es)?

=» Yes, the computer will use an IP address automatically assigned by a DHCP server
(not recommended).

=» Mo, Iwill assign static IP addresses to all physical network adapters.

iﬁj More about configuring TCP/IP and DMS Client settings.
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11- Location For Database. Log File. Sysvol

12-Directory Services Restore Mode Aministrator Password:

ool m3Y (655l 43S 13,5
13-Next - Install

14- Restart

Lod (6,555 210 ST adly ouds plonil jlil (55 bl 5o 5 92dl 00,5 (b o8 po Sy D90 4 Gy 2 VL5, ol ST

ol 00 u..a.)
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Client asks for index.htm
<

Server sends index.htm

Client
PC

Web Server

5 po9e 53,5 gy Je matS oo ;S8 T @ Lol (Lo 45 sz lido im) s o 00l SlS i i) a8 ol gl

Loyl 4 oo abais 52 51l g y5 0 9 S0 Lo (g3l ol L laid oS oals >l laz yo o0l (il slecals

S99y 2 )9 <9 s_i: M‘}?U Lo ;‘ el OL‘j &o HTML 6L®J.JL9 u..)j.: L)"’)""“"& )O 6‘).4 odlw 9y 9 s_i) 6)‘m‘ o‘)
Turn “ asss g9, 9 3 955 5L 1, "Programs and Features* J ;oS 5l b lawl osS gslail ol Vo ja0i
&9, "Internet Information Services* cw.3 ;o sox al> 0 40 4 0S5 SIS “Windows features on or off

F ~

(5l Windows Features RN X

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Indexing Service

v Internet Explorer 9
= Internet Information Services

m

] FTP Server
3 Web Management Tools
+ World Wide Web Services

Internet Information Services Hostable Web Core
v Media Features
Microsoft MET Framework 3.5.1
Microsoft Message Queue (MSMQ) Server
Print and Document Services

=

5 FHFH E
[

[ oK l| Cancel |

h

algsy v 51 g auS SIS FTP server ,SL S 5, b e Cans JW FTP jo 56,0 SGIIS (5,8 in jsb &
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E_EI Internet Information Services (I5) Manager

X [[& » OWNER-PC » Sites »
@ e =

File View Help

Connections

@3 OWNER-PC Content

4 --“j OWMER-PC (Owner-PC\Owner)

a Filter: - G w1 Show All

i-[zf Application Pools - r = : -

4 .[&] Sites MName Type
-4 Default Web Site &) Default Web Site Site

595 (glailoly s aSiils auilgy o &S 1l G (0 9wl oy pp ol 4 el jgslS Slas sl s ol 4 oyl
Lois &bl (59, p 00 0,38 g Slorio 45 ailgs o &bl sU L IP 0 S 0 ls b eaSis ol 4 fuate S0 slo 5 gualS

sl aldls owyiws

sl 00l )9y 9 kj) Lg)“'\"‘ o‘) L)""?) L)"‘

SLA RUWE- V) rﬁl.?u‘ UT SS9y ¥ M‘ysn (5“‘”'7. Lng)LY ML» asls Cewgo a8 Lol ool ool )9 9 g_i.! U“‘ aS Sl S yO
Bl o5 Csle (59, SOy S Al b wisdy 0255 pl Sy o Sl cpl g 08 1) 058 S5 ey sl o

PHP sl (o9, aiile (ala by Cowl 03,5 sl (3395 (59, 1) 3130 5 S GBI 55 0955 S5k sl 59

98 L2l 02 55950 59y 2 b )5 byl &5 s QL) Sy 4z 9008
L,;L>|.> J9 W 9 colw L;‘)" 4.4[))4 uj)) XAMPP 6)“'\4‘ o|) (_gl.o.&‘) L M‘}’G" \.\.».»5 S d.‘!).‘a QL""QB B Lo 45...:‘ 6‘,1

S anlpe 06 SealS 69, 2 (JBI L
D18 3925 02 (6,500 dliy aS el Jb> o pl g el slpainy SO Lasd oyl ]l

by (ol SgealS (53, 2 S92 g0 SlEMbI (Jbie 45 (5,505 j5,m w9 £55 0 L) (LT e j5 5 g G5 Lol
el MySQL ool oli)l.: 9 ‘J).: ‘5«»49.: ML:).: c_)l") PHP ‘Sw.:?.: ML:).:

Dgd o 25 S A dd (U e 3,515 bl 0dd coal 585 j9b 4 jg w0 g S

116




Scripting
Language

(PHP)

saL
Database

¥

-

Remote
Computers

39> Sl 9 Sl laJol aslyico 9 )10 (o uwd (B FgslS 4 (JE I L) H99 ol 51 B9 w9 b Lol pol> Jl> 5o
39) y90 0ol 5l g awin |, LQQ] ‘5';>|) 4 o..ulyse WS ol Slrts (6w SO oo, Sy G o ST g aaS Sl ol

4 (g iwd Bl g3l Djgo 0 45 09 h (o nin g S Sl (g )3 Juld 45 010 (605 4y paie (295 g 09 IS
ls U‘yCSQ o~ ‘) Cs] 00 °).:".':> J9 9 S92 as (SQL) 6‘00‘0 cl.i.!b

Iy ol oledbl ools oL o g auS adlal 1) alitrs s gd aolip la )l (gm0 g s auilyl co Lok i o0 a5 jshailen
9 L b plas 5l aley co (s anil alils sgammel GUISl b ol g SO ailes co Lol syl b 0usS 0,58

S e (6,500 j5m g 4 Sledhit (pea L lagl (o b g 0050 O] S plinle 0g 4 by e slaadg,

52 ol 32 b s 09 Shime Jodo e 4 ol s bl gl S L Lad b e aulg e L L USB L,

A 3L 1 ol s sla bl pla 45 ams e |, il ool

117




